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4 October 2022 
 
 
 
 
To the 
The Steering Committee of industry associations  
Overseeing the development of the Industry Codes of Practice for the Online Industry 
 
Subject:  Asia Internet Coalition (AIC) Comments on Industry Codes of Practice for 
the Online Industry (Class 1A and Class 1B Material) 
 
I hope this email finds you well. On behalf of the Asia Internet Coalition (AIC), we submit the 
following comments and recommendations on Industry Codes of Practice for the Online 
Industry (Class 1A and Class 1B Material). The AIC is an industry association comprised 
of leading Internet and technology companies. AIC seeks to promote the understanding and 
resolution of Internet and ICT policy issues in the Asia Pacific region. 
 
We commend the Government of Australia for their efforts on working with the industry in 
drafting the Industry Codes of Practice for the Online Industry to improve Australia's 
online safety regulatory framework. As such, please find appended to this letter detailed 
comments and recommendations, which we would respectfully like the Office of the eSafety 
Commissioner to consider.  
 
Should you have any questions or need clarification on any of the recommendations, please 
do not hesitate to contact our Secretariat Mr. Sarthak Luthra at Secretariat@aicasia.org or at 
+65 8739 1490.  Furthermore, we would also be happy to offer our inputs and insights on 
industry best practices, directly through discussions and help shape the dialogue for the 
advancement of Online Safety in Australia. 
  
Thank you 
 
Sincerely, 
 
Jeff Paine 

 
Managing Director,  
Asia Internet Coalition (AIC) 
 
 
 
 
 
 
 
 
 
 

https://aicasia.org/
mailto:Secretariat@aicasia.org


 

2 
 

 
Introduction 
 
Australia’s Online Safety Act 2021, which came into effect in January 2022, requires the 
development of codes by industry associations to regulate certain types of harmful online 
material, known as Class 1A and 1B material with reference to Australia’s classification 
scheme.  
 
The codes outline steps that online industry participants must take to enhance online 
protections by reducing access and exposure to certain types of harmful online material, 
known as Class 1A and 1B material with reference to Australia’s classification scheme. This 
includes material promoting child sexual abuse, terrorism, extreme crime and violence, 
crime and violence, and drug-related content. 
 
Once finalized, the Consolidated Industry Codes of Practice for the Online Industry, Phase 1 
(class 1A and class 1B material) will be submitted for registration to the eSafety 
Commissioner. Registered codes are enforceable by the Commissioner. The draft codes 
released have been informed by input from the Office of the eSafety Commissioner reflected 
in their September 2021 Position Paper. 
 
The Asia Internet Coalition (AIC) supports the codification of various efforts and emerging 
good practices across all eight of the sectors of industry to address online safety 
challenges. We appreciate this opportunity to provide AIC’s feedback  on the Consolidated 
Industry Codes of Practice for the Online Industry, Phase 1 (the Codes).  
 
The online codes rely on the National Classification Code. Relying on this scheme creates 
significant challenges for industry due to their broad and outdated nature. The complexity 
and scope will require a significant investment of resources, leading to an unequal playing 
field, where smaller companies or new entrants to the market are not able to meet the 
demands. 
 
In addition, the broad coverage of issues and the penalties attached for non-compliance may 
have a chilling impact on human rights as companies will have to take a blanket/generous 
approach to the implementation of the codes. 
  
AIC notes that the Online Safety Act itself does not require industry to proactively detect and 
remove ‘Class 1’ (refused classification under the National Classification scheme) and ‘Class 
2’ (material that is X+ 18 or R+18 under National Classification scheme) content, but rather 
remove this type of content after receiving a ‘removal notice’ from the Office of the E-safety 
Commissioner. It is surprising and dismaying, then, that the Office of the E-safety 
Commissioner in its 2021 Position Paper expects industry to proactively identify and remove 
‘Class 1’ and ‘Class 2’ content. Requiring the proactive detection and removal of content is 
thus extra-legal, in addition to the challenges and limitations of the required detection and 
removal in practice. It also threatens the principles of online privacy, transparency and due 
process: the extremely vague nature of ‘Class 1’ and ‘Class 2’ material means that content 
removal decisions will be judgment calls made by companies, resulting in a mish-mash of 
content decisions, with content left up on one platform and removed in another.  
 
As an Asia Pacific regional trade association, we are particularly concerned about the 
potential for this problematic approach that requires judgment calls to be replicated across 
the region. These proactive detection and removal approaches and tool for vaguely defined 
content would be used for a very different purpose in certain markets – including for stifling 
political dissent under the guise of “crime” and “terror”, leading to gross human rights 
violations.   

https://www.legislation.gov.au/Details/F2013C00006
https://www.legislation.gov.au/Details/F2013C00006
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Given this reality, we appreciate that several Australian trade associations via the proposed 
Codes have attempted to develop a program that is more technically feasible and equally 
importantly, responsible, in terms of both ensuring safety and online rights. However, we do 
believe that there is much ambiguity and thus further improvements to the Codes can be 
made.  
 
1. The Codes 
 
The Codes attempt to narrow the content focus by solely focusing on Class 1 material, 
further breaking it down into two parts: Class 1A (child sexual exploitation material, pro-terror 
material, and extreme crime and violence material’) and Class 1B (crime and violence 
material and drug-related material) content. We welcome the flexible risk assessment model 
that is built into the codes. This will ensure companies can develop and integrate risk 
assessments that are fit for purpose and ultimately, the longevity of the codes.  
 
Currently, there is a globally-accepted and widely-used system for the identification of 
‘known CSAM’ – a narrow subset of Class 1A material. We agree with the Code’s attempt to 
stress the importance of utilizing the known CSAM ‘hash’ lists, which are lists of materials 
that have been vetted and approved by specialized third parties. This approach for known 
CSAM reduces the chances of false positives and promotes a more streamlined and 
transparent approach to content removal.  
 
For all other areas of Class 1A and Class 1B content, the Codes expect companies to self-
manage its identification and potential removal. As mentioned this will result in individual 
companies making ad-hoc decisions about content removal, invariably leading to the 
removal of content that is perfectly legitimate. There is a widespread practice of weaponizing 
abuse processes against legitimate content, further highlighting the risk of its removal.   
 
Thus, in order to maintain the vitally important principles of transparency, fairness, privacy 
and accountability, both in Australia and around the Asia-Pacific region, we strongly 
recommend that the Codes narrow their focus to known CSAM only.  
 
In addition, we would caution against expanding proactive detection measures that could 

infringe on privacy such as messaging and photo storage services.  

 
2.  Proactive detection 
 
Proactive detection is a challenging area, largely due to the inability of the technology to 
assess context. Often relying on technology that is still in development. Where the 
technology is being utilised, it is often limited to large players, again excluding smaller 
companies and newer entrants. Expanding proactive detection to private communications 
and file storage will also have significant impacts on users' right to privacy. 
 
 
3. “Designated internet service” (DIS)     
 
We appreciate the DIS Code’s attempt to differentiate the risks between websites, and 
placing the higher compliance requirements accordingly. Yet, the DIS Code could be clearer 
about what type of websites are designated Tier 1, 2, and 3. The current phrasing shows 
that Tier 1 website’s sole purpose is to deliver ‘high impact’ materials. There is no clear 
definition of what constitutes ‘high impact’. Considering the extremely challenging 
compliance requirements associated with Tier 1, it should be made crystal clear that Tier 1 is 
a very specialized, subset of content (for example, websites specizalizing in pornography). 
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Tier 2’s definition is extremely vague, which is particularly worrying as Tier 2 also faces 
extremely high compliance requirements. Tier 3 is clear in that it’s everything that is not 1 
and 2. Thus the Tier 1 and 2 definitions need to be sharper, or the vast majority of the web 
could find themselves with nearly impossible to manage requirements, which would 
invariably result in massive amounts of perfectly acceptable content taken off the web or 
force many innocuous websites to shut down.  

 
 

 


