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About CEP and the Authors 

The Counter Extremism Project (CEP) is a not-for-profit, non-partisan, international policy 

organization formed to combat the growing threat from extremist ideologies. CEP builds a more 

moderate and secure society by educating the public, policymakers, the private sector, and civil 

society actors about the threat of extremism. CEP also formulates programs to sever the financial, 

recruitment, and material support networks of extremist groups and their leaders. Specifically, 

CEP monitors trends and activities of extremist and terrorist movements and individuals online. 

 

Dr. Hany Farid is a professor at the University of California, Berkeley with a joint appointment in 

Electrical Engineering & Computer Sciences and the School of Information. His research focuses 

on digital forensics, forensic science, misinformation, image analysis, and human perception. He 

is the recipient of an Alfred P. Sloan Fellowship and a John Simon Guggenheim Fellowship and 

is a fellow of the National Academy of Inventors. Dr. Farid is also serves as senior advisor to CEP. 

 

David Ibsen is the executive director for CEP. He leads the development and management of all 

CEP operations and programs. Mr. Ibsen also writes regularly on security and foreign policy issues 

and is a frequent commentator in media about the dangers of extremist ideology, the misuse of 

communications and social media platforms by extremist groups to recruit and radicalize, and the 

Iranian nuclear program, among other related issues. 

 

Lara Pham serves as the deputy director of CEP. She provides strategic and operational support 

to the organization’s executive director and manages the work of the research team. 
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Introduction  

The Counter Extremism Project (CEP) welcomes the public consultation on the draft codes to 

regulate illegal and harmful content, including terrorist content, under the Online Safety Act 2021. 

As Australia’s eSafety Commissioner Julie Inman Grant stated, “The objective of the industry 

codes is to protect the community and so it is vital that the public has their say on these draft 

proposals.”1 

 

Terrorists’ misuse of online sites and platforms remains a pervasive threat to society. For instance, 

CEP continues to find pro-ISIS content on Meta-owned Facebook, ranging from clipped and full-

length ISIS propaganda videos to Amaq news videos, photos, and text. A clip from the 2017 ISIS 

propaganda video “The Caravan of Light,” depicting the driver of a vehicle carrying an improvised 

explosive device followed by aerial footage of its explosion, was located by CEP researchers on 

the social media platform in August 2022. At the time, the video garnered more than 3,000 views 

and nearly 200 likes and reactions.2 Despite the tech industry’s promises to do more to prevent 

the spread of this type of content, reuploads of known terrorist material continue to be a problem. 

 

For-profit social media companies have a business incentive to increase engagement on their 

sites and platforms—including by leaving up and even promoting divisive, hateful, and terrorist 

content—to increase revenues. The more users that companies can keep engaged on their 

platforms, the more profit companies can make from selling user data and ads. Given the nature 

of this business, it is inevitable that tech’s priorities will conflict with the government’s efforts to 

ensure public safety and security. Thus, and similar to other private sector industries, government 

regulations and oversight are required to shift that corporate calculation, especially when the tech 

industry’s efforts to self-regulate have been ineffective at halting the proliferation of extremist and 

terrorist content.  

 

This submission provides specific recommendations on how to strengthen the draft Social Media 

Services Online Safety Code (Class 1A and Class 1B Material) to ensure effective regulation 

against terrorist content online. 

 

 
1 “Australians encouraged to comment on draft industry codes,” eSafety Commissioner, September 1, 2022, 
https://www.esafety.gov.au/newsroom/media-releases/australians-encouraged-comment-on-draft-industry-codes.  
2 “Extremist Content Online: Facebook Edition,” Counter Extremism Project, September 1, 2022, 
https://www.counterextremism.com/press/extremist-content-online-facebook-edition-5.  

https://onlinesafety.org.au/wp-content/uploads/2022/08/1_SMS-for-PC_Final.pdf
https://onlinesafety.org.au/wp-content/uploads/2022/08/1_SMS-for-PC_Final.pdf
https://www.esafety.gov.au/newsroom/media-releases/australians-encouraged-comment-on-draft-industry-codes
https://www.counterextremism.com/press/extremist-content-online-facebook-edition-5
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Recommendation A: Remove instances of known terrorist materials that are identified to 
be accessible or distributed by an Australian end-user on the service within one hour of 
upload 

Objective 1: industry participants will take reasonable and proactive steps to create and 

maintain a safe online environment of Australian end-users.  

 

Outcome 1: Industry participants take reasonable and proactive steps to prevent access 

or exposure to, distribution of, and online storage of class 1A3 material.  

 

Compliance measure #3 states, “A provider of a Tier 1 or Tier 2 social media service must 

remove instances of CSEM or Pro-terror materials that are identified to be accessible or 

distributed by an Australian end-users [sic] on the service within 24 hours or as soon as 

reasonably practicable thereafter, unless otherwise required to deal with such material by 

law enforcement…” 

 

CEP recommends that terrorist content be removed within one hour of upload. The European 

Union’s Regulation on the Dissemination of Terrorist Content Online (TCO) set a reasonable 

precedent by calling for removal within one hour of notification. However, urgency in removing 

known instances of terrorist material is of utmost importance—especially when the content is 

known and clearly has been established as created by terrorists or in support of terrorism and 

when hashing technology exists to effectively and accurately remove this material.4 The longer 

terrorist propaganda and recruiting materials remain online, the more its viewership will increase 

and the higher likelihood it will be viewed, copied, and uploaded elsewhere.  

 

Several notable examples demonstrate the need for rapid removals of content. Brenton Tarrant 

was able to livestream his March 2019 attack on two Christchurch mosques to 200 viewers on 

Facebook before the first user reported the video at 29 minutes and another at 12 minutes after 

the live broadcast concluded.5 A month later, CEP found that videos from the Christchurch 

shootings were still being uploaded online, including three clips on YouTube. Two clips were from 

the Christchurch attack video, and an additional video contained audio from the attack video. The 

audio-only video was uploaded on April 5, 2019 and had 287 views on April 11. The two other 

videos were uploaded on March 18 and March 30 and had 316 views and 683 views respectively 

 
3 Class 1A material is defined as “a subcategory of class 1 material used for the purposes of this Code that is 
comprised of child sexual exploitation material, pro-terror material, and extreme crime and violence material…” (see 
“Consolidation Industry Codes of Practice for the Online Industry (Class 1A and Class 1B Material): Head Terms,” 
Onlinesafety.org.au, accessed September 12, 2022, https://onlinesafety.org.au/wp-content/uploads/2022/08/0_Head-
Terms-for-PC_Final-1.pdf).  
4 See Recommendation B and Johana Bhuiyan, “‘A catastrophic failure’: computer scientist Hany Farid on why violent 

videos circulate on the internet,” Guardian, May 19, 2022, https://www.theguardian.com/media/2022/may/19/hany-
farid-violent-videos-hashing-internet-interview. 
5 Graham Macklin, “The Christchurch Attacks: Livestream Terror in the Viral Video Age,” CTC Sentinel, Combating 
Terrorism Center at West Point, Vol. 12, No. 6, July 2019, https://ctc.westpoint.edu/christchurch-attacks-livestream-
terror-viral-video-age/.  

https://onlinesafety.org.au/wp-content/uploads/2022/08/0_Head-Terms-for-PC_Final-1.pdf
https://onlinesafety.org.au/wp-content/uploads/2022/08/0_Head-Terms-for-PC_Final-1.pdf
https://www.theguardian.com/media/2022/may/19/hany-farid-violent-videos-hashing-internet-interview
https://www.theguardian.com/media/2022/may/19/hany-farid-violent-videos-hashing-internet-interview
https://ctc.westpoint.edu/christchurch-attacks-livestream-terror-viral-video-age/
https://ctc.westpoint.edu/christchurch-attacks-livestream-terror-viral-video-age/
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on April 11.6 On the one-year anniversary of the Christchurch attacks, a CEP investigation found 

that the attack video, clips of the video, and content celebrating Tarrant’s actions remained easily 

locatable on file hosting websites, chan-style message boards, and video streaming platforms.7 

 

On Yom Kippur on October 9, 2019, Stephan Balliet attempted to attack a synagogue in the 

German city of Halle. Balliet, armed with several homemade firearms and homemade explosives, 

and one manufactured rifle, was unable to gain access to the synagogue and instead shot a 

female bystander and a male in a restaurant. Using a helmet mounted camera, the gunman 

livestreamed his assault on the Amazon-owned streaming platform Twitch, which later claimed 

that the 35-minute livestream was viewed by five people. The company then stated that the 

subsequent archive video was removed after being online for 30 additional minutes, but not before 

it was viewed by approximately 2,200 people. Links to the Twitch stream were spread on 4chan’s 

politically incorrect board, far-right Telegram channels, and on Twitter.8 

 

Just this year in May in the United States, a gunman targeting African Americans opened fired at 

a Buffalo, New York grocery store, killing 10 and wounding three others, while livestreaming his 

attack on Twitch. Twitch cut off the video within two minutes of the start of the attack. Still, the 

video was captured and reshared across multiple tech platforms. CEP found that violent white 

supremacists shared the video on Telegram and AnonFiles. The video was also spread on 

Facebook, Twitter, Vimeo, BitChute, and Streamable. The video accumulated more than three 

million views on these sites in a short time. Facebook also allowed some links to remain online for 

up to nine hours, and Twitter still had video clips on its platform over 24 hours after the attack.9 

 

Based on such evidence, obliging tech companies to act quickly to remove terrorist content is 

necessary to stop the spread of this heinous and violent material. The EU’s TCO regulation 

entered into force earlier this year, and because of that pioneering regulation, European public 

authorities can now require online platforms or cloud services to remove specific posts, music, 

livestreams, photos, and videos inciting violence and glorifying terrorist attacks. Promoting terrorist 

groups and instructions for how to commit an attack is also forbidden online under the TCO. 

Significantly, tech companies will have one hour to take down terrorist content after it has been 

flagged by an EU country.10  

 
6 “Extremist Content Online: CEP Continues Finding Christchurch Attack Content on YouTube,” Counter Extremism 
Project, April 17, 2019, https://www.counterextremism.com/press/extremist-content-online-cep-continues-finding-
christchurch-attack-content-youtube.  
7 “Christchurch Terrorist Video Remains Online,” Counter Extremism Project, March 13, 2020, 
https://www.counterextremism.com/press/christchurch-terrorist-video-remains-online.  
8 “Extremist Content Online: Twitch Streamed German Synagogue Shooting Proliferating on Telegram,” Counter 
Extremism Project, October 14, 2019, https://www.counterextremism.com/press/extremist-content-online-twitch-
streamed-german-synagogue-shooting-proliferating-telegram.  
9 “Tech and Terrorism: Tech Companies Fail To Stop Buffalo Attack Video From Proliferating Online,” Counter 
Extremism Project, May 18, 2022, https://www.counterextremism.com/press/tech-terrorism-tech-companies-fail-stop-
buffalo-attack-video-proliferating-online.  
10 “Terrorist content online,” Migration and Home Affairs, European Commission, accessed September 9, 2022, 
https://home-affairs.ec.europa.eu/policies/internal-security/counter-terrorism-and-radicalisation/prevention-
radicalisation/terrorist-content-online_en.  

https://www.counterextremism.com/press/extremist-content-online-cep-continues-finding-christchurch-attack-content-youtube
https://www.counterextremism.com/press/extremist-content-online-cep-continues-finding-christchurch-attack-content-youtube
https://www.counterextremism.com/press/christchurch-terrorist-video-remains-online
https://www.counterextremism.com/press/extremist-content-online-twitch-streamed-german-synagogue-shooting-proliferating-telegram
https://www.counterextremism.com/press/extremist-content-online-twitch-streamed-german-synagogue-shooting-proliferating-telegram
https://www.counterextremism.com/press/tech-terrorism-tech-companies-fail-stop-buffalo-attack-video-proliferating-online
https://www.counterextremism.com/press/tech-terrorism-tech-companies-fail-stop-buffalo-attack-video-proliferating-online
https://home-affairs.ec.europa.eu/policies/internal-security/counter-terrorism-and-radicalisation/prevention-radicalisation/terrorist-content-online_en
https://home-affairs.ec.europa.eu/policies/internal-security/counter-terrorism-and-radicalisation/prevention-radicalisation/terrorist-content-online_en
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The EU’s TCO regulation also builds upon Germany’s 2018 Network Enforcement Act (NetzDG). 

When NetzDG first entered into law, similar to the EU’s TCO regulation, critics argued that it would 

lead to overreporting and the suppression of free speech as well as the stifling of innovation, 

because smaller companies would not have the resources needed to comply with the law. A joint 

report by CEP and the Centre for European Policy Studies (CEPS) released in November 2018 

showed these arguments were baseless and the concerns unfounded. NetzDG did not result in a 

flood of reports or over-blocking, and the expense of implementing NetzDG was minimal at one 

percent of total revenue.11 

 

Given the deadly consequences of this content, a mandate to remove known terrorist content 

within one hour of upload is reasonable and necessary. 

 

Recommendation B: Tier 1, 2, and 3 social media companies should collaborate to share 
information, technology, and best practices, including sharing hashes of terrorist content  

Objective 1: industry participants will take reasonable and proactive steps to create and 

maintain a safe online environment of Australian end-users. 

 

Outcome 5: Industry participants consult, cooperate, and collaborate with other industry 

participants in respect of the removal, disruption, and/or restriction of class 1A and class 

1B material. 

 

Compliance measure #16 states, “A provider of a Tier 1 social media services must 

implement procedures for collaborating with eSafety, law enforcement, nongovernmental 

or cross industry organisations that have established systems and processes that facilitate 

the safe, secure and lawful sharing of information that enables providers of social media 

services to detect and remove CSEM and pro-terror materials.” 

 

CEP recommends that social media companies in Tiers 1, 2, and 3 should collaborate to share 

best practices, information, and technology—including hashes and known terrorist content—to 

ensure that terrorist content does not spread and is not reuploaded across multiple sites and 

platforms. This cooperation should not be limited to Tier 1 companies and is a reasonable, 

proactive measure for all social media platforms concerned about the spread of terrorist content.  

 

In 2017, Facebook, Microsoft, Twitter, and YouTube created the Global Internet Forum to Counter 

Terrorism (GIFCT) in response to growing criticism from the public and lawmakers over tech’s 

inability to halt the spread of extremist and terrorist material online. The GIFCT was founded to 

 
11 William Echikson and Olivia Knodt, “Germany’s NetzDG: A key test for combatting online hate,” Counter Extremism 
Project and Centre for European Policy Studies, November 2018, 
https://www.counterextremism.com/sites/default/files/CEP-CEPS_Germany%27s%20NetzDG_020119.pdf.  

https://www.counterextremism.com/sites/default/files/CEP-CEPS_Germany%27s%20NetzDG_020119.pdf


 

 

 

Counter Extremism Project (CEP) 
 

7  

“foster technical collaboration among member companies, advance relevant research, and share 

knowledge with smaller platforms.”12 In effect, the GIFCT is supposed to facilitate cooperation 

between large companies—which have more resources and manpower to moderate extremist 

content on their platforms—and small tech firms. There is no reason to simply mandate that only 

Tier 1 social media companies collaborate across industry when such frameworks exist to promote 

and facilitate the exchange of technology and knowledge among companies of all different sizes. 

Moreover, it is essential that government agencies, including the eSafety Commissioner, hold 

tech-led groups like GIFCT to account when it fails13 to prevent terrorists and extremists from 

exploiting online sites and platforms—the organization’s stated mission. 

 

Cross industry collaboration is also crucial in preventing the reuploads of terrorist content. Not 

only is sharing knowledge and best practices important to ensure standards are being deployed 

across the industry, but companies, in particular, should share hashes of known terrorist content 

to prevent its spread. Hashing technology has existed for more than a decade and has been used 

historically to remove any type of unwanted content from sites and platforms, including child 

exploitation material, pornography, and copyrighted content. Hashing, also known as ‘robust 

hashing’ or ‘perceptual hashing’, can be used in the terrorist context. According to CEP Senior 

Advisor and University of California, Berkeley computer science professor, Dr. Hany Farid, the 

basic idea of the technology is taking a piece of content that is not allowed on a social media 

service (either because it violated terms of service or it is illegal) and extracting a digital signature 

known as a hash. Then, every time a piece of content is uploaded, its hash is compared against 

a database of known hashes of unwanted content. If there is a match, that content is removed. 

The process can occur almost instantaneously if deployed correctly.14 

 

Tech companies may argue that hashing technology has flaws and fails to prevent all reuploads. 

While no one solution presents a silver bullet to stopping the spread of terrorist content online, 

there are ways to deploy hashing technology is a manner to works to prevent as many uploads as 

possible of known terrorist material. Robust hashing is capable of detecting most reuploads, 

including variations. However, any variations that may go undetected can also be hashed as soon 

as it is identified by a trained content moderator and added to the database of unwanted to content 

to prevent additional reuploads.15 Solutions exist and technological improvements as well as 

 
12 “About,” Global Internet Forum to Counter Terrorism, accessed September 12, 2022, https://gifct.org/about/.  
13 “GIFCT Webinar Reveals Little About Use Of Hashing Database,” Counter Extremism Project, June 12, 2019, 
https://www.counterextremism.com/blog/gifct-webinar-reveals-little-about-use-hashing-database; “House Homeland 
Security Committee Takes Aim at Tech Industry’s Failure to Halt Spread of Online Extremist Content,” Counter 
Extremism Project, June 27, 2019, https://www.counterextremism.com/press/house-homeland-security-committee-
takes-aim-tech-industry%E2%80%99s-failure-halt-spread-online; “GIFCT’s Effectiveness In Curbing Extremist 
Content Online In Question Ahead Of Global Summit,” Tech and Terrorism Blog, Counter Extremism Project, July 26, 
2022, https://www.counterextremism.com/blog/gifcts-effectiveness-curbing-extremist-content-online-question-ahead-
global-summit.  
14 Johana Bhuiyan, “‘A catastrophic failure’: computer scientist Hany Farid on why violent videos circulate on the 
internet,” Guardian, May 19, 2022, https://www.theguardian.com/media/2022/may/19/hany-farid-violent-videos-
hashing-internet-interview.  
15 Jon Sarlin, “How ‘hashing’ could stop violent videos from spreading,” CNN, March 15, 2019, 
https://www.cnn.com/2019/03/15/tech/new-zealand-video-viral-social-media/index.html.  

https://gifct.org/about/
https://www.counterextremism.com/blog/gifct-webinar-reveals-little-about-use-hashing-database
https://www.counterextremism.com/press/house-homeland-security-committee-takes-aim-tech-industry%E2%80%99s-failure-halt-spread-online
https://www.counterextremism.com/press/house-homeland-security-committee-takes-aim-tech-industry%E2%80%99s-failure-halt-spread-online
https://www.counterextremism.com/blog/gifcts-effectiveness-curbing-extremist-content-online-question-ahead-global-summit
https://www.counterextremism.com/blog/gifcts-effectiveness-curbing-extremist-content-online-question-ahead-global-summit
https://www.theguardian.com/media/2022/may/19/hany-farid-violent-videos-hashing-internet-interview
https://www.theguardian.com/media/2022/may/19/hany-farid-violent-videos-hashing-internet-interview
https://www.cnn.com/2019/03/15/tech/new-zealand-video-viral-social-media/index.html
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adjustments can be made. Rather, it is often the lack of will—and subsequently the lack of required 

dedicated resources—from social media companies that hinders such developments.  

 

There can be deadly consequences when social media companies fail to establish standards and 

industry-wide processes for removing the worst of the worst known terrorist content. One of the 

most infamous episodes of companies failing to effectively collaborate involved Tarrant’s 

Christchurch attack video, which was livestreamed on Facebook. Notwithstanding its initial 

takedown, the video was still reuploaded millions of times across the Internet since Facebook 

failed to remove it in a timely manner and failed to quickly share information with relevant 

authorities and other social media platforms.16 On Facebook alone, it was reuploaded 1.5 million 

times.17 One year after the 2019 attacks, CEP still was able to easily locate the video online, 

including on both Google Drive and Internet Archive.18 Subsequently, the gunman in the racist 

Buffalo, New York attack in 2022 drew inspiration from the Christchurch shootings.19  

 

Recommendation C: A mechanism for users to appeal to Australia’s eSafety 
Commissioner if social media companies do not adequately respond to content takedown 
inquiries  

Objective 2: Industry participants will empower people to manage access and exposure to 

class 1A and class 1B material. 

 

Outcome 8: Industry participants provide clear and effective reporting complaints 

mechanisms for class 1A and class 1B material. 

 

Compliance measure #23 states, “A provider of a Tier 1 or Tier 2 social media service must 

provide tools which enable Australian end-users to report, flag and/or make a complaint 

about class 1A and class 1B material accessible on the service.” 

 

Outcome 9: Industry participants effectively respond to reports and complaints about class 

1A and class 1B material. 

 

Compliance measure #26 states, “A provider of a Tier 1 or Tier 2 social media service must 

take appropriate steps to promptly respond to Australian end-users that have made reports 

 
16 Sherisse Pham, “New Zealand wants answers from Mark Zuckerberg over mosque attack video,” CNN, March 19, 
2019, https://www.cnn.com/2019/03/19/tech/new-zealand-attack-video-zuckerberg/index.html.  
17 Alex Hern, “Facebook and YouTube defend response to Christchurch videos,” Guardian, March 19, 2019, 
https://www.theguardian.com/world/2019/mar/19/facebook-and-youtube-defend-response-to-christchurch-videos.  
18 “Christchurch Terrorist Video Remains Online,” Counter Extremism Project, March 13, 2020, 
https://www.counterextremism.com/press/christchurch-terrorist-video-remains-online.  
19 Ryan Mac, Kellen Browning, and Sheera Frenkel, “The Enduring Life of a Mass Shooting’s Livestream Online,” New 
York Times, May 19, 2022, https://www.nytimes.com/2022/05/19/technology/mass-shootings-livestream-online.html; 
Jonathan Franklin, “Parts of the Buffalo shooter’s alleged screed were copied from other sources,” NPR, May 18, 
2022, https://www.npr.org/2022/05/18/1099372659/parts-of-the-buffalo-shooters-alleged-screed-were-copied-from-
other-sources.  

https://www.cnn.com/2019/03/19/tech/new-zealand-attack-video-zuckerberg/index.html
https://www.theguardian.com/world/2019/mar/19/facebook-and-youtube-defend-response-to-christchurch-videos
https://www.counterextremism.com/press/christchurch-terrorist-video-remains-online
https://www.nytimes.com/2022/05/19/technology/mass-shootings-livestream-online.html
https://www.npr.org/2022/05/18/1099372659/parts-of-the-buffalo-shooters-alleged-screed-were-copied-from-other-sources
https://www.npr.org/2022/05/18/1099372659/parts-of-the-buffalo-shooters-alleged-screed-were-copied-from-other-sources


 

 

 

Counter Extremism Project (CEP) 
 

9  

referred to in measure 23 or complaints referred to measure 24. At a minimum a provider 

of a Tier 1 or Tier 2 social media service must ensure that an Australian end-user who 

makes a report of complaint is informed in a reasonably timely manner of the outcome of 

the report or the complaint.” 

 

CEP recommends that, in addition to measures #23 and #26, an additional measure be included 

to allow Australian end-users to appeal to the eSafety Commissioner should the social media 

company fail to adequately respond to takedown requests of terrorist and pro-terror content.  

 

Social media companies must have clear, transparent reporting tools and mechanisms for its 

users. Unfortunately, the industry has a lengthy track record20 of failing to uphold its promises and 

typically implements solutions in a reactive manner. For example, following the Taliban’s takeover 

of the Afghan government in August 2021, the terrorist movement increased its social media 

presence, leading to confusion among companies to moderate Taliban content.21 Afterwards, 

Facebook claimed that it had been enforcing a ban on the group “for years.”22 Facebook also 

noted that its policy applies across all of its platforms, including Instagram and WhatsApp. 

Nonetheless, there were reports that the Taliban continues to use WhatsApp.23 Additionally, 

YouTube claimed that it removes Taliban content per U.S. sanctions law. A company 

spokesperson stated in an email to Recode, “[I]f we find an account believed to be owned and 

operated by the Afghan Taliban, we terminate it.”24 A New York Times reporter flagged Facebook 

and YouTube accounts belonging to a Taliban spokesman, asking the companies to comment. 

Facebook and YouTube failed to respond, but the accounts—which were created in September 

2020—were removed.25 

 

Therefore, a government agency is required to oversee an appeal process and provide Australians 

with recourse when social media firms fail to behave in a responsible manner.  

 

Recommendation D: Social media companies must disclose how much of their budget is 
dedicated to content moderation efforts in transparency reports 

 
20 “Updated: Tracking Facebook’s Policy Changes,” Tech and Terrorism Blog, Counter Extremism Project, November 
3, 2021, https://www.counterextremism.com/blog/updated-tracking-facebook%E2%80%99s-policy-changes; 
“Updated: Google/YouTube’s Reactive Policies,” Tech and Terrorism Blog, Counter Extremism Project, August 24, 
2021, https://www.counterextremism.com/blog/updated-googleyoutube%E2%80%99s-reactive-policies.  
21 Sheera Frenkel and Ben Decker, “Taliban Ramp Up on Social Media, Defying Bans by the Platforms,” New York 
Times, August 18, 2021, https://www.nytimes.com/2021/08/18/technology/taliban-social-media-bans.html.   
22 Shirin Ghaffary, “How Facebook, Twitter, and YouTube are handling the Taliban,” Vox, August 18, 2021, 
https://www.vox.com/recode/22630869/facebook-youtube-twitter-taliban-ban-social-media-afghanistan.  
23 “Afghanistan: Facebook continues ban of Taliban-related content,” BBC News, August 17, 2021, 
https://www.bbc.com/news/business-58239786.  
24 Shirin Ghaffary, “How Facebook, Twitter, and YouTube are handling the Taliban,” Vox, August 18, 2021, 
https://www.vox.com/recode/22630869/facebook-youtube-twitter-taliban-ban-social-media-afghanistan. 
25 Sheera Frenkel and Ben Decker, “Taliban Ramp Up on Social Media, Defying Bans by the Platforms,” New York 
Times, August 18, 2021, https://www.nytimes.com/2021/08/18/technology/taliban-social-media-bans.html. 

https://www.counterextremism.com/blog/updated-tracking-facebook%E2%80%99s-policy-changes
https://www.counterextremism.com/blog/updated-googleyoutube%E2%80%99s-reactive-policies
https://www.nytimes.com/2021/08/18/technology/taliban-social-media-bans.html
https://www.vox.com/recode/22630869/facebook-youtube-twitter-taliban-ban-social-media-afghanistan
https://www.bbc.com/news/business-58239786
https://www.vox.com/recode/22630869/facebook-youtube-twitter-taliban-ban-social-media-afghanistan
https://www.nytimes.com/2021/08/18/technology/taliban-social-media-bans.html
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Outcome 10: Industry participants provide clear and accessible information about class 1A 

and class 1B material. 

 

Outcome 11: Industry participants publish annual reports about class 1A and 1B material 

and their compliance with this Code. 

 

Compliance measure #32 requires Tier 1 social media companies to submit an annual 

Code report, while compliance measure #33 requires Tier 2 companies to submit a Code 

report following a written request by the eSafety Commissioner. Tier 3 companies do not 

appear to be required to submit a Code report.  

 

CEP recommends that the eSafety Commissioner require social media companies to disclose 

how much of their budget, including personnel and research and development, is dedicated to 

content moderation in its Code reports. Companies should include a breakdown of how much is 

spent on developing and maintaining a well-trained and well-supported content moderation and 

review program. The breakdown should include, among other things, information on how many 

personnel is responsible for and dedicated to content moderation, funds for research and 

development, financial resources for subject matter and best practices training, and money spent 

on mental health programs for content moderators. Notably, reporting should also clearly specify 

how much of these resources are used to combat class 1A and class 1B, compared to other types 

of materials like copyrighted content and spam, which tech companies have a business and legal 

incentive to remove. 

 

For years, companies like Meta/Facebook26 and Google27 have made promises to scale up its 

technological and human capacity to reduce and remove terrorist content on its sites. However, 

their policy pledges have resulted in little action. These companies have a history of underpaying 

and understaffing content moderation teams. For example, when Facebook employees 

complained, they claimed that they were snubbed due to “the belief that the company should 

operate with as few employees as possible,” and Facebook contracted out content moderation 

work to keep labor costs low.28 Even though Facebook promised to improve working conditions, 

content moderators still said that they received little support.29 

 

Requiring budget information in the Code reports would clearly indicate how committed each 

company is to ensuring that its content moderation capabilities are sufficiently supported and are 

 
26 Monika Bickert and Brian Fishman, “Hard Questions: How We Counter Terrorism,” Meta, June 15, 2017, 
https://about.fb.com/news/2017/06/how-we-counter-terrorism/.  
27 Kent Walker, “Four ways Google will help tackle extremism,” Financial Times, June 18, 2017, 
https://www.ft.com/content/ac7ef18c-52bb-11e7-a1f2-db19572361bb.  
28 Max Read, “Who Pays for Silicon Valley’s Hidden Costs?” New York Magazine, February 28, 2019, 
https://nymag.com/intelligencer/2019/02/the-shadow-workforce-of-facebooks-content-moderation.html.  
29 Haley Messenger and Keir Simmons, “Facebook content moderators say they receive little support, despite 
company promises,” NBC News, May 10, 2021, https://www.nbcnews.com/business/business-news/facebook-
content-moderators-say-they-receive-little-support-despite-company-n1266891.  

https://about.fb.com/news/2017/06/how-we-counter-terrorism/
https://www.ft.com/content/ac7ef18c-52bb-11e7-a1f2-db19572361bb
https://nymag.com/intelligencer/2019/02/the-shadow-workforce-of-facebooks-content-moderation.html
https://www.nbcnews.com/business/business-news/facebook-content-moderators-say-they-receive-little-support-despite-company-n1266891
https://www.nbcnews.com/business/business-news/facebook-content-moderators-say-they-receive-little-support-despite-company-n1266891
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operating as effectively as possible. Furthermore, necessitating companies to compare resources 

for taking down class 1A and class 1B material to resources dedicated to removing copyrighted 

content and spam will reveal a social media platform’s content moderation priorities.  

 

This recommendation should be mandatory for reports from Tier 1 and 2 companies. Tier 3 

companies should also be required to submit reports, as requested by the eSafety Commissioner, 

that includes budget figures as well. Regardless of size, it is important that companies provide 

transparent reporting to government agencies. This practice is standard in other industries, such 

as the automotive and banking industries, and the tech industry should not be treated as an outlier. 

 

Recommendation E: Social media companies must report on the effectiveness of its 
interventions and efforts to combat terrorist content 

Outcome 10: Industry participants provide clear and accessible information about class 1A 

and class 1B material. 

 

Outcome 11: Industry participants publish annual reports about class 1A and 1B material 

and their compliance with this Code. 

 

Compliance measure #32 requires Tier 1 social media companies to submit an annual 

Code report, while compliance measure #33 requires Tier 2 companies to submit a Code 

report following a written request by the eSafety Commissioner. Tier 3 companies do not 

appear to be required to submit a Code report.  

 

CEP recommends that the eSafety Commissioner require social media companies to report on 

the effectiveness of its interventions and efforts to combat terrorist content in its Code reports. For 

example, when a company announces a ban of ISIS content from its platforms, how much of that 

content remains on the platform and how quickly is that content removed? When members of the 

GIFCT declare that companies will use the group’s hashing database to remove known terrorist 

content from its social media sites, how much of that content is still able to be uploaded and 

subsequently reuploaded on to those platforms?  

 

The tech industry typically announces new initiatives and issues platitudes in an effort to forestall 

government oversight and regulation. Such announcements serve as a public relations tool to 

preserve or repair corporate reputation, and the policies themselves often lack appropriate 

oversight and scrutiny. Earlier this month, for instance, Google-owned YouTube along with Meta 

announced that they would expand their efforts to fight online extremism.30 YouTube stated that 

the company would “expand its policies on violent extremism to remove content that glorifies 

 
30 Sheila Dang and Katie Paul, “YouTube, Meta will expand policies, research to fight online extremism,” Reuters, 
September 15, 2022, https://www.reuters.com/technology/youtube-meta-will-expand-policies-research-fight-online-
extremism-2022-09-15/.  

https://www.reuters.com/technology/youtube-meta-will-expand-policies-research-fight-online-extremism-2022-09-15/
https://www.reuters.com/technology/youtube-meta-will-expand-policies-research-fight-online-extremism-2022-09-15/
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violent acts, even if the creators of the videos are not related to a terrorist organization,” while 

Meta stated that it would partner with a third-party organization to study online extremism. The 

announcements came as part of the Biden Administration’s summit on racism and extremism, 

where Biden announced his intention to ask Congress to hold social media companies 

accountable by revoking their Section 230 liability immunity—which in essence is legal protection 

from content created by their users.31 Therefore, required reporting on the effectiveness of social 

media companies’ announced policies and actions is a crucial evaluation tool and helps hold the 

industry accountable for its commitments. 

 

As with Recommendation D, this recommendation should also be mandatory for reports from Tier 

1 and 2 companies. Tier 3 companies should be required to submit reports, as requested by the 

eSafety Commissioner. 

 
31 Andrea Shalal and Jarrett Renshaw, “Biden says haters won't have 'last word'; wants to end social media 
immunity,” Reuters, September 15, 2022, https://www.reuters.com/world/us/biden-urges-americans-combat-hate-
extremism-white-house-summit-2022-09-15/; YouTube, “United We Stand Summit,” The White House, September 16, 
2022, https://www.youtube.com/watch?v=z4fA4Ihqe20&t=15489s.  

https://www.reuters.com/world/us/biden-urges-americans-combat-hate-extremism-white-house-summit-2022-09-15/
https://www.reuters.com/world/us/biden-urges-americans-combat-hate-extremism-white-house-summit-2022-09-15/
https://www.youtube.com/watch?v=z4fA4Ihqe20&t=15489s

