
 

 

 

 

30 September 2022 

Industry Associations Steering Group 
E-submission via www.onlinesafety.org.au   
 

By email: hello@onlinesafety.org.au  

 

Dear Industry Associations Steering Group 

 

RE: Public Consultation on ‘Consolidated Industry Codes of Practice for the Online 
Industry’ 

 

Please find attached a submission of IIS Partners in response to the call for public 
submissions on the ‘Consolidated Industry Codes of Practice for the Online Industry’. 

We make this submission as specialist privacy and security professionals with deep 
experience in privacy impact assessment; privacy by design; privacy program development, 
management and acculturation; strategic privacy risk management; data breach response; 
and information security. 

We have no objection to publication of our submission and no redactions of personal 
information herein are required. 

Thank you for the opportunity to provide comment on this important area of law and 
industry practice. Please contact either of the undersigned Partners if you require 
clarification on any aspect of this submission. 

 

Michael S. Trovato 

Managing Partner 

 

Nicole Stephensen 

Partner 

 

 

 

http://www.onlinesafety.org.au/
mailto:hello@onlinesafety.org.au
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Introduction 

IIS Partners (IIS) welcomes the opportunity to provide feedback on the draft ‘Consolidated 

Industry Codes of Practice for the Online Industry’. We offer our perspective as privacy 

and information security experts, and as advocates for responsible digital policy and other 

initiatives that improve online safety, protect children and young people (and other 

vulnerable groups) and elevate community awareness. 

IIS notes that the eSafety Commissioner did not create the Codes upon which we are 

commenting and has not yet endorsed these as satisfying the statutory imperatives set out 

in the Online Safety Act 2021 (Online Safety Act). The eSafety Commissioner’s recent press 

release encourages Australians to contribute to this important consultation on the draft 

Codes, and IIS makes our submission in support of this vital area of regulation. 

 

Key Considerations 

We have not provided commentary on Code contents; rather, we consider foundational 
matters that are impactful to the contents (and success of a Codes-based regime). We focus 
on: 

• Recent learnings about Codes (having been formally involved in regulator Code 
review processes), including commentary on using Code Developers and the 
importance of further Code consolidation, and 

• Understanding the Codes in context, noting related public policy imperatives and 
the importance of being able to read and understand the Codes. 

Following commentary on the above, where relevant we highlight our recommendation.  

 

Recent learnings about Codes 

IIS supported the Office of the Australian Information Commissioner (OAIC) in its recent 

reviews of the National Health Rules (report to be published shortly) and the review of the 

Credit Reporting Code (report now available on the OAIC website). There are parallels in 

relation to the latter with bearing on this submission, including the use of an industry-based 

Code Developer (in this case, developers) and minimising complexity of the Codes moving 

forward. 

 

 

https://www.esafety.gov.au/newsroom/media-releases/australians-encouraged-comment-on-draft-industry-codes
https://www.esafety.gov.au/newsroom/media-releases/australians-encouraged-comment-on-draft-industry-codes
https://www.oaic.gov.au/privacy/the-privacy-act/credit-reporting/2021-review-of-cr-code
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Industry-based Code Developer 
 

Part 9, Division 7 of the Online Safety Act outlines the principles for the development of 
industry Codes, and section 141 outlines a process by which the eSafety Commissioner may 
request that an industry body or association develop a Code.  

IIS considers that the matter of who develops the Codes is likely to be divisive amongst 

stakeholders – not least because of a ‘fox in the hen house’ perception associated with 

industry creating its own rules under a legislative scheme designed to enhance protections 

for individuals made necessary by the very existence of the Online Industry.   

However, IIS also acknowledges the deep sectoral and subject matter expertise held by the 

Code Developers and (much in the way of the Australian Retail Credit Association (ARCA)’s 

role as Code Developer for the Credit Reporting Code under Part IIIA of the Privacy Act) 

their ability to influence meaningful dialogue about, and uptake of, key online safety 

enhancing measures. 

The creation of Codes in the manner prescribed in the Online Safety Act effectively creates 

a layer of co-regulation – where government and industry are working together to achieve 

the common aim of making online spaces safer (and industry more accountable). There is a 

balancing act required to achieve meaningful co-regulation, where the needs and 

expectations of the community (including but not limited to civil society groups, academics, 

privacy and information security advocates, and victim survivor groups) are an influential 

and levelling factor.  

It is unclear from the documentation published at onlinesafety.org (i.e., the Explanatory 

Paper and the draft Codes) the extent to which robust community consultation has been 

undertaken by the Code Developers in their initial creation of the draft Codes, which IIS 

notes would be in addition to the eSafety Commissioner’s expectations set out in Section 4 

of the eSafety Position Paper (Position 8), which simply requires this level consultation prior 

to registration of the Codes.  

IIS submits that not engaging in community consultation early in the drafting process carries 

a perception-risk of a more paternalistic approach, which presumes the position of the 

community from the outset and may be a turning factor in determining suitability of the 

Codes moving forward.  

Recommendation: Clarify the extent to which Code Developers have proactively engaged 

with the community in Code development to-date, and ensure ongoing involvement of the 

community in future Code iterations. 

https://onlinesafety.org.au/wp-content/uploads/2022/09/Explanatory-Memorandum-to-Online-Safety-Codes-1.pdf
https://onlinesafety.org.au/wp-content/uploads/2022/09/Explanatory-Memorandum-to-Online-Safety-Codes-1.pdf
https://onlinesafety.org.au/codes/
https://www.esafety.gov.au/sites/default/files/2021-09/eSafety%20Industry%20Codes%20Position%20Paper.pdf
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Number of Codes 

IIS supports regulation in the online safety space, however it is our position that the introduction of 

multiple Codes to support industry compliance with online safety requirements has potential to create 

additional layers of complexity (and even inconsistency) within Australia’s already challenging 

legislative landscape.   

The proposed Codes are set out as a ‘Consolidated Industry Codes of Practice for the Online Industry’ 

containing eight Schedules, with each Schedule pertaining to relevant segments of industry in relation 

to Class 1A and 1B Material. There are also Head Terms for the Codes, which describe key concepts 

and how to read the Schedules.  

The Online Industry segments addressed in the Codes are: social media services (Schedule 1), relevant 

electronic services (Schedule 2), designated internet services (Schedule 3), internet search engine 

services (Schedule 4), app distribution services (Schedule 5), hosting services (Schedule 6), internet 

carriage services (Schedule 7) and manufacturing, supplying, maintaining or installing equipment 

(Schedule 8). 

Section 4 of the eSafety Position Paper (Position 6) indicates the eSafety Commissioner’s preference 

that industry associations will limit the number of Codes that are developed and makes some 

suggestions in this regard.  

IIS submits that the proposed number of Codes – which totals eight, plus Head Terms – is likely in 

excess of the eSafety Commissioner’s expectations despite being displayed as ‘Consolidated’. 

Moreover, the Australian public may experience frustration moving between eight discreet schedules, 

particularly where there is replication due to commonality between industry segments in relation to 

required functionalities and safeguards. 

Recommendation: Explore opportunities to further consolidate or otherwise limit the number of 

Codes. 

 

Understanding the Codes in context  

Complementary areas of public policy 

IIS considers that (in a manner analogous to a three-legged stool) online safety is intrinsically linked to 

the Australian public policy imperatives of privacy and information security. To illustrate,  

• Privacy (leg one) is about the protection of personal information in accordance with the law 
and community expectations. Privacy rules apply to much of the Online Industry (including the 
services, platforms and apps that are proposed to be subject to the Codes), including placing 
limits on their collection and handling of personal information and any transborder flows of 

https://www.esafety.gov.au/sites/default/files/2021-09/eSafety%20Industry%20Codes%20Position%20Paper.pdf
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such information – that is, where personal information ends up, where and how it is stored 
and by whom it is accessed. 
 

• Information security (leg two) is about the protection of information (including, but not 
limited to, that which is personal) and information infrastructure from unauthorised access, 
use, disclosure, loss or destruction. In digital or online contexts, this is often referred to 
as cyber security.  
 

• Safety is when a person is protected from danger, risk, or injury. eSafety (leg three) is the 
protection of a person from danger, risk, or injury in electronic and online environments.  

In reviewing the Codes and associated explanatory material, IIS observed that commentary in relation 

to complementary areas of public policy – such as discussed in the eSafety Position Paper (Other 

relevant Australian codes), the ACCC’s ongoing Digital Platform Services Inquiry, initiatives of the 

Australian Cyber Security Centre, the Australian Information and eSafety Commissioners’ involvement 

in the Digital Platform Regulators Forum, etc – was largely missing. This omission is, from IIS’ 

perspective, a lost opportunity.  

IIS considers that the Explanatory Paper for the proposed Codes is a meaningful opportunity for the 

Code Developers to clarify how key online safety concepts are enmeshed with other Australian public 

policy imperatives. Additionally, material covered in the Explanatory Paper may – at an appropriate 

juncture – form the basis for Guidelines (on the operation of the Codes) and other educational 

materials for industry and the community more broadly. 

Recommendation: Discuss the areas of Australian public policy that are complementary to online 

safety within the explanatory memoranda for the proposed Codes. 

 

Readability of the Codes 

Principles for drafting 

The task of drafting Codes that can be understood and implemented by industry (while also 

being accessible to the community) cannot be underestimated. In addition to IIS’ earlier 

comments in relation to further consolidation of the Codes, in reviewing the contents of the 

proposed Codes IIS observed that further attention to clarity in drafting and other principles 

set out in the eSafety Position Paper (Position 3) is warranted.  

IIS notes that readability of the Head Terms and Codes may be impacted for those 

unfamiliar with drafting of legislative instruments or who have not completed tertiary 

education.  

https://www.esafety.gov.au/sites/default/files/2021-09/eSafety%20Industry%20Codes%20Position%20Paper.pdf
https://www.accc.gov.au/focus-areas/inquiries-ongoing/digital-platform-services-inquiry-2020-2025
https://www.cyber.gov.au/
https://www.oaic.gov.au/updates/news-and-media/digital-platform-regulators-forum-communique
https://onlinesafety.org.au/wp-content/uploads/2022/09/Explanatory-Memorandum-to-Online-Safety-Codes-1.pdf
https://www.esafety.gov.au/sites/default/files/2021-09/eSafety%20Industry%20Codes%20Position%20Paper.pdf
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To illustrate, when applying the Hemingway Editor1 to the Head Terms, IIS found the 

following:   

 

Figure 1 

Recommendation: Improve readability of the Codes. 

 

Definitions 

The Head Terms include definitions to be used across all eight Codes that are not consistent or aligned 

with those in the Online Safety Act.  

For example, the Head Terms define ‘end-user’ as follows:  

‘[E]nd-user means a natural person who is an end-user of a product or online service 

covered by this Code’.  

 
1 Hemingway Editor – URL: https://hemingwayapp.com  

https://hemingwayapp.com/
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IIS notes that the Online Safety Act does not define (although does refer to) ‘end-user’. IIS also 

considers that this definition – without the provision of additional context – may have an unintended 

consequence of camoflaging or underestimating the true value and importance of the people the 

Codes are designed to protect (and guard against). 

Based on definitions in the Online Safety Act, IIS queries who an end-user is intended to be in the 

context of the Codes – an adult, a child, a parent, an Australian adult, an Australian child, Australians, a 

target of cyber-abuse or cyber-bullying material, all of these, none of these, or something else?  

Recommendation: Revisit definitions in Head Terms to ensure consistency with those in the Online 

Safety Act. 

 

Conclusion 

We thank the Industry Associations Steering Group for including us in the consultation 
process and the opportunity to contribute to this vital work in co-regulation involving the 
Online Industry. We would be pleased to discuss any aspect of our submission or any other 
issues.  

If you have any questions or need additional information, please do not hesitate to contact 
us (details overleaf). 
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(Author) Nicole Stephensen, FAISA, SCCISP 

Partner 

nstephensen@iispartners.com | +61 433 688 118 

 

Information Integrity Solutions Pty Ltd 

PO Box 978, Strawberry Hills NSW 2012, Australia  

iispartners.com 
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