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BSA | The Software Alliance (BSA) 

Communications Alliance 

Consumer Electronics Suppliers Association (CESA) 

Digital Industry Group Inc (DIGI) 

Interactive Games and Entertainment Association (IGEA) 

 

Re: Draft Online Safety Industry Codes 

 

Thank you for the opportunity to respond to the consultation on the draft online safety 

industry codes. 

 

About the Tech Council of Australia (TCA) 

 

The TCA is Australia’s peak industry body for the tech sector. The Australian tech sector is a 

pillar of the Australian economy, contributing $167 billion to GDP per annum, and employing 

over 860,000 people. This makes the tech sector equivalent to Australia’s third largest 

industry, behind mining and banking, and Australia’s seventh largest employing sector. 

 

The TCA represents over 160 member companies from a diverse cross-section of Australia’s 

technology sector, including leading Australian software as a service and platform 

companies, fintech companies, venture capital and investment advisory firms, and 

multinational tech companies with a significant Australian presence. Many of our members 

fall very clearly within the scope of the Online Safety Act and have been closely involved in 

developing the industry codes. There are a range of other members that are likely to fall 

within the scope of the industry codes by virtue of being within the definition of a designated 

internet service, relevant electronic service or hosting service, but are largely unaware of the 

industry codes process and its implications. 

 

Overview  

 

The TCA supports greater industry action to reduce the ability of Australians to access and 

spread seriously harmful content online, such as child sexual abuse material, pro-terror 

material, and extreme crime or violence material.  

 

Our members strongly oppose the misuse of online platforms for these types of illegal and 

harmful activities, and many have already invested significantly to implement risk mitigation 

and response measures.  

 

We welcome the industry codes process as important in creating a new shared baseline 

across the tech sector. This action by the online industry needs to be part of a 

comprehensive suite of measures across multiple sectors to limit and respond to harmful 

content. This includes ensuring law enforcement and security agencies are appropriately 
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resourced, that Australia has fit-for-purpose regulatory and compliance powers, and there is 

effective international collaboration.  

 

We particularly welcome the proportionate, targeted and risk-based approach that has 

underpinned the development of the industry codes, whereby the level of obligation is 

tailored to the type of service, the risk posed by the service and the type of content. 

 

While the TCA is broadly comfortable with the draft industry codes, we believe they can be 

further refined to align with best practice regulatory principles. Our recommendations are 

focused on the following four areas: 

1. Provide greater clarity around the definition of a Designated Internet Service, 

including by explicitly exempting low-risk services. 

2. When finalising the codes, continue to ensure the compliance measures are 

designed in a way that is feasible and appropriate for industry to implement, taking 

account of the broad range of businesses that may be captured. 

3. Support effective industry implementation of the codes by implementing an eSafety 

Commissioner-led awareness campaign, providing up to 12 months for full 

implementation, and developing additional tools to support industry compliance. 

4. While not a matter for industry, we also recommend the eSafety Commissioner 

provide clear guidance on the escalating compliance and enforcement approach that 

would apply to the industry codes. 

 

1. Definition of a designated internet service  

 

The TCA strongly supports the statement in the eSafety Commissioner’s position paper that 

the industry codes should take an “outcomes- and risk-based regulatory approach” and that 

compliance measures should apply to industry participants whose services or devices 

“present the greatest risk in respect of class 1 and class 2 material”. 

 

The draft industry codes largely meet this standard. We particularly support the proposal to 

adopt a “tiered” approach, whereby different obligations would apply to high-risk, moderate-

risk and low-risk services.  

 

This risk-based model is important and appropriate given the significant breadth of online 

services provided across every sector of the economy. It also takes account of the best-

practice regulatory approach being recommended in other areas of tech regulation, such as 

the University of Technology Sydney’s proposed model laws for facial recognition 

technology.  

 

However, we believe there is still a great deal of uncertainty around the types of services that 

fall within the scope of Designed Internet Services (DIS). The DIS code appears to capture a 

range of online services that would be considered very low-risk for publishing, accessing or 

spreading class 1A and class 1B material. For example, the definition of DIS appears to 

include services where there is limited (or no) evidence that they enable the provision of 

harmful material, including: 
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- Websites and apps that have no (or limited) interface to allow end-users to upload 

content. This could include general business websites or apps offered by small 

businesses (such as cafes, restaurants and retail businesses) and general purpose 

websites operated by private individuals for lawful purposes. 

- Software-as-a-Service products and services that support business functions, such 

as accounting, HR, OH&S and project management. 

- Fintech services offered to businesses in areas like payment processing. 

- Business-to-consumer software products and websites that provide services in areas 

like skills and training, health and wellbeing or property management. 

 

Excluding these low-risk services, or clarifying pat they fall within Tier 3 of the DIS code, 

would support the Government’s goal of growing Australia’s tech sector by reducing 

unnecessary regulatory costs that may be particularly challenging for start-ups and scale-

ups. It would also ensure that the Government’s limited compliance resources are focused 

on higher-risk services.    

 

Recommendation 1.1: We recommend providing additional or more detailed guidance 
within the industry codes (or through separate guidance documents) to deem certain low-
risk services and activities as falling within Tier 3 of the DIS code. 
 
Recommendation 1.2: The Minister for Communications should consider providing further 
clarity on what constitutes a ‘Designated Internet Service’ by developing a legislative 
instrument under section 14(2) of the Online Safety Act to explicitly exempt low-risk 
services. This may include: 

- General-purpose business websites operated for the sole or primary purpose of 
lawful trade or commerce where there is no, or limited, interactive user interface.  

- Websites operated for lawful personal or domestic use by private individuals where 
there is no, or limited, interactive user interface 

- Business-to-business software operated solely for lawful professional purposes 
- Business-to-consumer software services operated solely for lawful professional 

purposes in low-risk areas (such as skills and training platforms). 

 

2. Feasibility of compliance measures 

 

The TCA is supportive of the compliance measures outlined in the current draft codes. 

However, we want to reinforce the need to consider the capacity of all parts of the online 

industry (not just large social media providers) when finalising the design of these 

measures.  

 

Large social media providers have significant resources at their disposal and often have 

more sophisticated technological tools to prevent and detect harmful content, but this is not 

the case for smaller tech companies and start-ups. For example, smaller tech companies 

have significantly less scope to implement proactive AI monitoring technology or employ 

large teams of human moderators. These sorts of high-cost measures would also be 

inappropriate for low-risk services such as B2B software, where the software provider is 

technically and contractually unable to manage content on the customer environment. 
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We also note that careful consideration and further consultation would be required if the 

draft codes were updated to include any requirements for wide scale surveillance of private 

communications (for example, technology to proactively monitor emails, private messages, 

or other online services to detect potentially harmful material). While we appreciate that 

strong action is needed to address class 1A and 1B material, it also needs to be balanced 

against broader and ongoing efforts by the Government to improve data privacy and 

security, and protect human rights and freedoms. In particular, proactive monitoring of 

private communications by industry to scan for potentially harmful material could create 

risks in terms of inappropriate data collection or cyber security. There are also risks in 

accurately verifying potentially harmful material and ensuring appropriate avenues of 

appeal. Decisions on these sorts of sensitive matters are best made by the Government, 

weighing up the broad range of trade-offs.  

 

There is one further matter that requires clarification in the draft DIS code. The sixth 

compliance measure is expressly intended to relate to the ‘Use of technological tools by Tier 

1 designated internet services to detect and remove known Child Sexual Abuse Material 

(CSAM)’ (as defined). However, the measures listed in part (c) of that item apply beyond 

known CSAM to broader concepts of ‘CSEM and linked activity, pro-terror material or 

extreme crime and violence material’. This creates some uncertainty for industry over the 

scope of that measure.  

 

Recommendation 2.1: When finalising the codes, continue to ensure the compliance 
measures are designed in a way that is feasible and appropriate for industry to implement, 
taking account of the broad range of businesses that may be captured, interactions with 
privacy and surveillance laws, and issues around human rights, freedoms and community 
expectations. 
 
Recommendation 2.2: Clarify the intent of compliance measure 6(c) in the DIS code and 
whether it is deliberately intended to be broader than “known CSAM”.   

 

3. Supporting effective industry implementation 

 

Feedback received by the TCA indicates that there is a low level of awareness across the 

broader tech industry of the codes and the requirements that they would impose, particularly 

under the DIS code. This demonstrates the need for a concerted and coordinated effort by 

the eSafety Commissioner, supported by industry, to lift awareness. It also highlights the 

need for an appropriate period of time to allow industry to understand the codes and 

become compliant.  

 

Given many industry providers captured by the codes have not previously been exposed to 

online safety regulation, there is also a need for additional tools that can improve their 

understanding of online safety concepts and the industry code obligations (including the risk 

assessment process). 
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Recommendation 3.1: Implement an awareness campaign led by the eSafety 
Commissioner, with appropriate support from relevant industry associations, to ensure the 
broad range of tech companies likely to be captured by the codes are aware of their 
possible obligations. 
 
Recommendation 3.2: Provide industry with a reasonable transition period of up to 12 
months before the codes take full effect (this is particularly important for the DIS code, 
which is significantly broader in scope and where there is low industry awareness). 
 
Recommendation 3.3: Develop additional tools (such as an online tool or additional 
tailored guidance) that could support industry compliance with the codes, including the 
risk assessment process. 

 

4. Compliance and enforcement 

 

While we note that compliance and enforcement is not within the direct scope of this 

consultation (as it is a matter for the eSafety Commissioner rather than industry), it is a 

matter that requires further clarification. We acknowledge that the eSafety Commissioner 

has an existing compliance and enforcement policy, but believe there is a need for clearer 

guidance around the escalating compliance and enforcement approach that will be applied 

to the industry codes.  

 

For example, it is unclear what consequences may apply in circumstances where an industry 

participant has self-assessed that their service is low or moderate risk, but where the 

regulator has a different perspective. Similarly, it is unclear what level of expectation is 

required by the regulator for industry to demonstrate compliance with the risk-assessment 

process and other elements of the draft industry codes.  

 

Recommendation 4: The eSafety Commissioner develop clear guidance (designed in 
consultation with industry) on the escalating compliance and enforcement approach that 
would apply to the industry codes and include this in an updated compliance and 
enforcement policy. 

 

We appreciate the opportunity to contribute feedback to these important industry codes and 

look forward to an ongoing dialogue.  

 
Yours sincerely, 

 

Kate Pounder  
CEO, Tech Council of Australia  
  
e: kate@techcouncil.com.au    
m: +61 402 110 498  

 


