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Submission on: ‘Consolidated Industry Codes of Practice for the 

Online Industry (Class 1A and Class 1B Material)’ 

We are researchers attached to the AiLECS1 lab at Monash University. A core research area 

for AiLECS is countering online child sexual abuse material (CSAM) / child sexual 

exploitation material (CSEM), and our comments on these draft codes are informed by our 

work in that capacity. However, the views contained herein represent our personal opinion – 

this submission does not represent the formal position of the AiLECS Lab or Monash 

University.  

We welcome the opportunity to respond to the draft Industry Codes developed in response 

to part 9 of the Online Safety Act (2021). The role of industry in ensuring online services take 

a greater share of responsibility for safeguarding children who use these technologies is a 

significant and critical task. We thank the industry bodies involved in drafting these Codes for 

showing a commitment to meeting moral and legal obligations to protect children from 

abuse, and we urge industry to take this opportunity to further strengthen the guardrails 

these codes can provide.  

We have identified five key areas where we believe the current iteration of the Codes may 

fall short of facilitating the intended protections that children deserve: 

1. Definition of Material requiring notification 

2. Framework for identifying applicable Code and Category/Tier for a service 

3. Risk profile and proposed exemptions for risk assessments  

4. Reporting requirements 

5. Enforcement measures 

Our recommendations for strengthening the codes against each of these issues, and the 

basis on which we make these suggestions, are outlined on the following pages. For further 

discussion of views expressed in this submission, please contact nina.lewis@monash.edu  

or greg.rolan@monash.edu. 

Sincerely, 

Dr Antonina Lewis and Dr Gregory Rolan 

Research Fellows, AiLECS Lab 

Faculty of Information Technology 

Monash University 

                                                

1 AiLECS (AI for Law Enforcement and Community Safety) is a collaboration between 

Monash University and the Australian Federal Police that brings together Australia’s largest 

university and Australia’s national police agency to research the next generation of AI for law 

enforcement and community safety applications. For more information, please visit 

https://ailecs.org/. 
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1. Definition of Material requiring notification 

 

Recommended changes: 

 

● Omit qualifiers in relation to threat immediacy and nationality/residential status in 

relation to reportable CSEM.  

 

● Notification of CSEM material to appropriate entities to be mandatory across all 

codes and services. 

 

(We draw attention to the fact that, under the current draft Codes, Tier 3 relevant 

electronic services; and Tier 2 and 3 designated internet services appear to be 

exempted from the requirement to notify cases of CSEM material to the appropriate 

entities [per Schedule 2, section 8.2 and Schedule 3 section 8.1]). 

 

Relevant codes: 

 

● Schedule 1 Social Media Services, Section 6.1.b (Notifying appropriate entities about 

class 1A material on their services) 

● Schedule 2 Relevant Electronic Services, Section 8.2.ii (Notifying appropriate entities 

about CSEM and pro-terror material on their services) 

● Schedule 3 Designated Internet Services, Section 8.1.b (Notifying appropriate 

entities about CSEM and pro-terror material on their services) 

● Schedule 4 Internet Search Engine Services, section 7.15.d.ii (Responding to reports 

and legal removal requests) 

 

These schedules require that, in order to be a subject of reporting, material must be  

 

“...evidence of serious and immediate threat to the life or physical health or safety of 

an Australian adult or child (i.e. an adult or child ordinarily resident in Australia).” 

 

 

Basis for recommendation:  

 

Any possession of CSAM outside law enforcement contexts - irrespective of origin or context 

- is illegal in all Australian jurisdictions, regardless of whether it constitutes an immediate 

threat. In the case of CSAM (material documenting child sexual abuse), such material, while 

always serious and damaging, may not necessarily represent an immediate threat to a child. 

Live-streaming abuse or discussion of impending abuse certainly satisfies this condition, 

however much CSAM is historic, comprising evidence of abuse that has already taken place, 

including where there is no indication of immediacy or presence of future offending. This does 

not mean the content is not criminal or should not be reported. We also note that circulation 

of historic CSAM constitutes a form of re-victimisation for survivors and poses additional 

threat (which may be immediate or otherwise) due to its use as 'normalising' examples for 

grooming other children into abuse.  



2. Framework for identifying applicable Code and 

Category/Tier for a service  

 

 

Recommended changes: 

 

● Clarify guidance on Identifying the applicable code provided in preamble. 

 

● Require industry participants to keep records of decisions as to which Code will apply 

to each online activity that they undertake, and the criteria or basis on which they 

have made these assessments. 

 

 

Basis for recommendation:  

 

The current advice is unclear and leaves considerable scope for industry members to 

selectively choose a code that might incur less burden of compliance, rather than aspiring to 

appropriately meet obligations of the highest risk services they might provide. 

 

In particular, we consider that the case example offered in the guidance note to this section 

of the Head Terms preamble (p4) does not make sufficiently clear the distinction between 

what is meant by “predominant purpose” versus “primary purpose” or how the assessment of 

which code should apply to the service should be decided.   

 

Requiring industry participants to keep a record of how they have determined which Code 

will apply to their various activities (and to be able provide this evidence to the eSafety 

Commissioner if so required) will protect entities who are acting in good faith and mitigate 

the potential for unscrupulous operators to take advantage of the ability to ‘scale down’ 

perception of risk and onus for compliance. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3.  Risk profile and risk assessment 

 

Recommended changes: 

 

● Institute minimum obligation for all industry participants across all codes to undertake 

some level of risk assessment - even if their risk profile is considered to be minimal - 

and to maintain records of such assessments. 

 

● Remove proposed exemptions to the obligation to undertake risk assessment 

currently offered to certain types of services under Schedule 2 (section 5d) of the 

draft Codes.  

 

● Tier Indicators to include (reasonable estimation of) the age of end users of a service 

– i.e. having a high proportion of users who are children should be considered a Tier 

1 indicator. 

 

Basis for recommendation:  

 

The reality is that there are risks of child sexual exploitation activity and CSEM/CSAM 

occurring in all ‘Tiers’, as well as those services currently proposed to sit outside the tier 

system, i.e. providers of -  

(i) a closed communication relevant electronic service; or 

(ii) an encrypted relevant electronic service; or 

(iii) an enterprise relevant electronic service; or 

(iv) a gaming service with limited communications functionality. 

 

We do not accept there is a reasonable rationale for these services to not conduct some 

level of risk assessment in relation to child safety, and to assess the risk posed to end users 

that CSAM (as a subset of class 1A material) will be accessed, distributed, or stored on the 

service. This is particularly important because all of the above types of services do carry risk 

as channels for sharing or soliciting child exploitation content, or for ‘grooming’ children.  

 

To illustrate this, we note that “limited communications functionality” as defined in the Codes 

(Schedule 2, section 3) leaves considerable room for exchange of exploitative content. The 

example of a gaming service with limited communications functionality that allows for text 

that is subject to automated filtering technology may (depending on the efficacy of that 

technology) still be subverted by predatory individuals with a sexual interest in children; or, 

even if successful in blocking communications would (if this type of service is automatically 

considered to be Tier 3 as proposed at Schedule 2, section 7a) not be bound by minimum 

compliance measures for notifying or acting on CSEM that could help law enforcement to 

identify offenders or prevent future harms to children. These are precisely the types of 

considerations that we think should be properly articulated in risk assessments, and why we 

consider exemptions from risk assessments are not warranted. 

 

Requiring all industry participants to keep a record of risk assessments (and to be able 

provide this evidence to the eSafety Commissioner if so required) will protect entities who 

are acting in good faith and mitigate the potential for unscrupulous operators to take 

advantage of the ability to ‘scale down’ perception of risk and onus for compliance. 



4. Reporting requirements 

 

Recommended changes: 

 

● Institute a requirement for all services across all schedules to keep records (and 

report to eSafety or other relevant agencies) in relation to: numbers of reports of 

suspected CSEM, numbers of complaints or reports regarding predatory or sexually 

exploitative behaviours by end users of the service against children, and the numbers 

of verified instances of CSEM or other CSE activity on their services. 

 

 

Relevant codes: 

 

● Schedule 2 Relevant Electronic Services, section 8.2 (Notifying appropriate entities 

about CSEM and pro-terror material on their services) 

● Schedule 3, section 8.1 (Notifying appropriate entities about CSEM and pro-terror 

material on their services) 

 

 

Basis for recommendation:  

 

Schedules 1 (Social Media Services) and 4 (Internet Search Engine Services) require 

industry participants in all tiers to report instances of CSAM found on their service. However, 

Tier 2 and 3 service providers in Schedules 2 (Relevant Electronic Services) and 3 

(Designated Internet Services) - as well as those defined in Schedule 2 section 3 that lie 

outside the tier system - do not have the same obligation.  This is problematic as these 

excluded services in these tiers can still be operated as platforms for the trafficking of 

CSAM/CSEM.  

 

Whole of industry reporting of CSEM content and volumes across the full span of the 

Australian online services industry is required to, not only investigate perpetrators, but to 

understand the scope of the problem, to correlate instances of discovery, characterise usage 

behaviours, and better understand where measures to combat online child sexual 

exploitation and abuse are having impact and effect. 

 

   

 

 

 

 

 

 

 

 

 



5. Enforcement measures 

 

Recommended changes: 

 

● All service providers bound by Schedules 1, 2, and 3 (Codes for Social Media 

Services; Relevant electronic Services; and Designated Internet Services) should be 

required to have documented procedures in place in the event that CSEM is 

reported/detected.  

 

Relevant codes: 

● Schedule 1 Social Media Services, section 6.3 (Enforcement measures against 

account holders that violate policies prohibiting class 1A materials) 

● Schedule 2 Relevant Electronic Services, section 8.5 (Action in response to 

violations of policies) 

● Schedule 3 Designated Internet Services, Section 8.2 (Systems and processes for 

enforcement of policies prohibiting CSEM and pro-terror material) 

 

Basis for recommendation:  

 

The draft Codes identify some of the barriers to prescribing a definitive set of protocol for 

actions in the event of CSEM being reported or detected - for example, deletion of content or 

termination of suspect user accounts may need to be deferred during an active law 

enforcement investigation, rather than proceeding to timeframes that might be expected to 

apply in other instances.  

 

We suggest that to mitigate against uncertainty on how to act in the event of Class 1A 

material being identified, all services across all Codes should be required to develop and 

maintain records of internal procedures for this eventuality, to cover matters such as the 

protocol for verifying reports, internal training in procedures, threshold  and steps for 

contacting law enforcement, and the subsequent removal of material and suspension of 

implicated end-users (including under the direction of law enforcement) so as to minimise 

secondary trauma and interference with forensic investigation. 

 

The proposed codes do not currently require this of all industry participants. The 

Consultation drafts of Schedules 1 (Social Media Services), 2 (Relevant Electronic 

Services), and 3 (Designated Internet Services) require only those service providers who 

self-identify as being within risk Tiers 1 and 2 to have procedures in place for the handling of 

Class 1A material. This is despite the risk of significant CSAM trafficking occurring in all 

Tiers (i.e. including Tier 3) - as well as within those services defined at Schedule 2 section 3 

that are currently proposed by Industry as being exempt from risk assessments. 

 

If providers outside of Tiers 1 and 2 are not required to be prepared for such an eventuality, 

missteps in the handling of CSAM reports/detection may result in interference with forensic 

investigation as well as secondary trauma to personnel exposed to such material. 

 

 


