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 Executive summary 

 The Online Safety Codes fail to provide appropriate safeguards for children. They will not 
 improve online safety for children in Australia; in some instances they would undermine 
 existing safety practices and in others fail to offer global standards of protection. The 
 problems with these Codes are systemic and significant. We recommend that these Codes 
 not be put forward for registration. 

 Our submission outlines three key concerns. 

 Firstly, the protections proposed in these codes are inappropriate. They do not improve 
 children’s safety online, instead they propose weakening existing Australian and lowering 
 global standards of protecting children online. Specifically: 

 ●  In some instances they propose raising the requirements for reporting CSEM material, 
 which weakens existing protection measures across Australia 

 ●  They propose lower standards than international regulations, which would see Australian 
 children less protected. For example, comparing these proposals to protections in the 
 UK, California and Ireland we see: 

 ○  Requirements to default young people’s accounts to private on social media are 
 lacking, and set to protect children up until 16 years old for gaming. In the UK, Ireland 
 and California, these are set to protect children until they are 18 

 ○  Requirements to not collect children’s precise GPS location are watered down, 
 meaning Australian service providers can still collect this location data. The proposals 
 instead suggest that services cannot broadcast location data, but this exposes 
 children to risks around breaches and commercial exploitation 

 ○  Proposals to ensure the right services provide additional safety requirements to 
 children are outdated. They propose placing additional requirements only on services 
 that “allow children to have an account”. The UK, Ireland and California instead 
 impose additional requirements on services that children are  actually using, 
 regardless of whether or not that service says children can or cannot have accounts 

 Secondly, these codes do not propose rigorous nor comprehensive mechanisms for 
 comprehensive safety online. They address a very narrow window of potential online harms 
 for children and are not rigorous in their approach. 

 Lastly, we note that the consultation process was problematic and may not lead to the 
 highest level of safeguarding for children. The short timeline was inadequate to respond to 
 nine codes. Extensive professional expertise from those working on online safety issues will 
 be missed, and young people’s expertise may be missing. 
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 1.  About Reset Australia & this submission 

 Reset Australia is an independent, non-partisan think tank and research organisation 
 committed to tackling digital threats to Australian democracy. We are part of a global 
 initiative that develops and drives evidence-based policies and programs on technology and 
 democracy - and are the Australian affiliate of Reset, a global initiative working to counter 
 digital threats to democracy. 

 This submission has been prepared in response to draft Consolidated Industry Codes of 
 Practice for the Online Industry, Phase 1. 

 2.  The Codes do not provide appropriate safeguards. They propose 
 weakening existing Australian standards and lowering global 
 standards of protection for children online 

 These Codes fail to provide appropriate safeguards for children. 

 Weakening existing Australian safeguards 

 In some instances the draft Codes propose processes that may be below current Australian 
 legal standards. For example, compliance measure 1 in the Social Media Services Code 
 suggests that: 

 If a provider of a social media service: 
 a.  identifies CSEM (Child Sexual Exploitation Material) and/or pro-terror materials 

 on its service;  and 
 b.  forms a good faith belief that the CSEM or pro-terror material is evidence of 

 serious and immediate threat to the life or physical health or safety of an 
 Australian adult or child (i.e. an adult or child ordinarily resident in Australia) 

 It must report such material to an appropriate entity within 24 hours or as soon as 
 reasonably practicable.  (emphasis added) 

 Current legal requirements around suspecting child sexual abuse are higher in Queensland, 
 Tasmania, the Nothern Territory, Victoria and New South Wales  1  . In these States and 
 Territories, child protection laws and criminial codes have created an obligation to disclose;  all 
 adults  (including those employed by tech companies)  must report  all suspicions  or 

 1  In Queensland  (Criminal Code (Child Sexual Offences  Reform) and Other Legislation Amendment Act 
 2020  ), Victoria (  Crimes Amendment (Protection of Children)  Act 2014)  , Tasmania (  Criminal Code Act 
 1924, Sec 105A  ), New South Wales (  Crimes Act 1900,  Sec 316A  ) and the Northern Territory (  Care and 
 Protection of Children Act 2007  ) it is an offence  for any adult not to report sexual offending, or 
 suspected  offending, against children. In WA & SA,  certain mandated professionals, employees or 
 volunteers who work within certain mandated organisations are legally bound to report sexual 
 offending, or suspected offending, against children. 
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 reasonable beliefs  of child sexual abuse. (In WA & SA many adults working with children are 
 also legally required to report all suspicions or reasonable beliefs of child sexual abuse too). 

 This Code proposes that child sexual exploitation material needs to reach a higher threshold 
 before it is reported. Rather than simply identifying abuse, a social media service would need 
 to believe that abuse material also constituted ‘a serious and immediate threat’ to a child. 
 This opens up space for interpretation, and proposes making reporting requirements harder 
 to reach. This has the effect of weakening protections for children.  2 

 This is also weaker when compared to global CSEM reporting standards. For example, the 
 UK’s draft  Online Safety Act  requires all child sexual exploitation and abuse content to be 
 reported when it is detected, with detection defined as simply “when a provider becomes 
 aware of the content”, without space for interpretation about threat levels.  3 

 Less safe than comparative international protection 

 Beyond CSEM reporting, the Codes propose lower standards than other emerging global 
 norms around children’s safety and privacy online in multiple instances. 

 For example, if we compare the proposals in Australian codes to protect children by 
 defaulting their accounts to private, we see how Australian children will be less protected 
 under these Codes. Australian 16 & 17 year olds would not have the same protections as other 
 young people. 

 Age under which children’s accounts must default to private 
 and/or have the highest privacy settings turned on by default 

 On social media  On online games 

 United Kingdom  18  18 

 Ireland  18  18 

 California  18  18 

 Proposed 
 Australian Codes 

 Not stipulated  4  16 

 4  Providers must “have default settings that are designed  to prevent (children) from unwanted contact 
 from (strangers), including settings which prevent the location of the child being shared with other 
 accounts by default”, but there is no explicit mention of defaulting children’s accounts to private. 
 Experimental research shows that this age in Australia is currently 16 on Instagram and TikTok. See 
 Fairplay 2022  Discrimination by Design 
 https://fairplayforkids.org/wp-content/uploads/2022/07/design-discriminations.pdf 

 3  UK 2022  Online Safety Act (Bill)  Sec 63(4) 

 2  Acknowledging that the  act  of child sexual exploitation  differs from the  object  of ‘child sexual 
 explotation material’, the existence of CSEM material should always create suspicions that exploitation 
 had or is happening 
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 This reflects the continued prioritisation of commercial interests over children’s best interests 
 in these Codes.  Children’s best interests are better served with private accounts that 
 maximise safety and privacy; whereas commercial interests are better served with public 
 accounts that maximise engagement. 

 Meta themselves have outlined the critical value of private accounts, stating: 

 ”Wherever we can, we want to stop young people from hearing from adults they 
 don’t know or don’t want to hear from. We believe private accounts are the best way 
 to prevent this from happening. So starting this week, everyone who is under 16 years 
 old (or under 18 in certain countries) will be defaulted into a private account when 
 they join Instagram”.  5 

 It is extremely disheartening to see these codes decide that Australia would not be one of the 
 certain countries where 16 & 17 year olds are also protected from unwanted contact with adult 
 strangers.  6 

 Likewise, requirements around children’s precise geographic location appear much weaker 
 than emerging global norms. 

 Protections against default collection of children’s precise location (GPS location) 

 On social media  On online games 

 United Kingdom  Must not collect by default  Must not collect by default 

 Ireland  Must not collect by default  Must not collect by default 

 California  Must not collect by default  Must not collect by default 

 Proposed 
 Australian Codes 

 None; must not broadcast by 
 default 

 None; must not broadcast by 
 default 

 Preventing services from broadcasting precise GPS locations is a significantly weaker step 
 than preventing services from routinely collecting GPS location data in the first instance. It 
 overlooks the risks presented from: 

 ●  Data security problems. Collecting troves of location data creates inevitable security 
 risks from malicious hacking to a lack of internal controls about which staff, if any, 
 should be able to access children’s GPS locations. The scale of the recent Optus 

 6  These protections appear to be only afforded to children  from countries where strong regulation, 
 drafted by regulators and legislators themselves, has stepped in. See Fairplay 2022  Discrimination by 
 Design  https://fairplayforkids.org/wp-content/uploads/2022/07/design-discriminations.pdf 

 5  Meta 2021 ‘Giving young people a safer, more private  experience on Instagram’ 
 https://about.fb.com/news/2021/07/instagram-safe-and-private-for-young-people/ 
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 breach  7  , and the gravity of the harms enabled by now-convicted abuser Alexander 
 Jones’ ongoing access to the Victorian DHSS’ vulnerable children’s database  8  suggest 
 that these are not ‘pedantic’ considerations. Security issues can affect many children 
 and cause immense harm. 

 ●  Errors and missteps from services. For example, a simple failure of process saw 
 Instagram make children’s contact details publicly available if they simply opened 
 business accounts  9  . Children’s precise location data  is not immune to failures of 
 process, even if digital services agree to not broadcast locations. 

 ●  Commercial harm arising from this data. Not  broadcasting  GPS data does not prevent 
 online service providers accessing and using this data for commercial exploitation, 
 such as targeted advertising. We note again, that while Europe is moving to ban 
 targeted advertising to children, these Codes appear to be out of step with emerging 
 global protections. Australia young people’s location data, under this Code, can be 
 used to micro target advertising. This is not in children and young people’s best 
 interests. 

 Repeating well-known loopholes about which services are ‘in scope’ for additional duties 
 towards children 

 Lastly, these codes propose an outdated mechanism to ensure that the services  that children 
 actually use  are the services subject to the strongest  requirement. Specifically, the Social 
 Media Code proposes additional children safety obligations for Tier 1 services “  that permit 
 children to hold an account on the service”.  10  That  is, a Tier 1 service has additional child 
 protection duties  only if  that service allows children  to hold an account. A service that many 
 children use could fall outside this scope, by technically “not allowing” children to have an 
 account. (By, for example, setting an unenforced minimum age requirement of 18 in their 
 terms and conditions). 

 This introduces a substantial loophole, by replicating the flawed and widely critiqued 
 “directed at children” scope implemented in the USA under COPPA in 1998.  11  Learning from 
 these failings, the “likely to be accessed” test is now more often used to decide if a service is in 
 scope of any additional requirements for children.  12  This means that if a service is likely to be 

 12  See for example, UK  Age Appropriate Design Code  2020,  Ireland  Fundamentals for a Child Oriented 
 Approach to Data Protection  2021, California  Age Appropriate  Design Code  2022, U  S Kids Online Safety 
 Act Bill  2022 

 11  See Craig Timberg 2019 ‘  Where 20 years of child online  protection law went wrong’  Washington Post 
 https://www.washingtonpost.com/technology/2019/06/13/sex-drugs-self-harm-where-years-child-online- 
 protection-law-went-wrong/ 

 10  Compliance measure 7 

 9  Natasha Lomas 2022 ‘Instagram fined €405M in EU over  children’s privacy’  Techcrunch 
 https://techcrunch.com/2022/09/05/instagram-gdpr-fine-childrens-privacy/ 

 8  Sarah Curnow & Josie Taylor 2021 ‘About a boy’  ABC  News  https://www.abc.net.au/news/2021-04-18/did- 
 alex-jones-use-dhhs-database-crissp-to-groom-a-teenager/13301262 

 7  David Spears 2022, ‘Federal government to unveil  new security measures following massive Optus 
 data breach’  ABC News 
 https://www.abc.net.au/news/2022-09-25/new-security-measures-to-be-unveiled- 
 following-optus-data-breach/101472364 
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 accessed by under 18 year olds, that service has additional child protection duties,  regardless 
 of whether a service technically allows children to be users or not  . This is another example of 
 these Codes proposing lower standards than global norms. 

 These Codes suggest that global service providers  would be allowed to offer Australian 
 children lower standards of protection than other children around the world enjoy. These are 
 not appropriate levels of contemporary safeguarding. 

 3.  Proposed Codes do not propose rigorous nor comprehensive 
 mechanisms for comprehensive safety online 

 Beyond not providing appropriate safeguards as required by the  Online Safety Act 2021  , more 
 broadly speaking these Codes do not propose comprehensive nor rigorous safety protections 
 for Australian children. These codes would be better retitled ‘Class 1A & 1B material Codes’ to 
 avoid any confusion around the level of comprehensive safety they offer. We appreciate that 
 they are responding to requirements to develop guidelines around handling 1A & 1B 
 materials, but believe this is a missed opportunity for a more comprehensive approach to 
 safety. 

 For children and young people, there is a widely used typology of online risks called the 4Cs.  13 

 A comprehensive set of safety codes could make recommendations to tackle all the risks 
 children and young people face online. The draft Codes provide limited protections against 
 only one sort of the four risks. For example, the Social Media Services Code could have gone 
 much further in providing broader protections, by including requirements that are in place 
 (or in draft) in other jurisdictions to what the code actually proposes (see table below). 

 Risk  What type of interventions could a 
 comprehensive safety code adopt? 
 (Examples from other jurisdictions) 

 What type of intervention does 
 the draft Social Media Code 

 provide (as an example)? 

 Content risks - 
 risks to young 
 people from 
 encountering 
 inappropriate 
 content 

 ●  Addresses legal-but-harmful 
 content for children, such as 
 self-harm or pro-eating disorder 
 content, which services should 
 take reasonable steps to limit 
 children encountering  14 

 ●  Review of content recommender 
 systems (algorithms)  to limit 
 promotion of all sorts harmful 
 content  15 

 ●  Limits protections to CSEM & 
 terror content (class 1A & 1B), 
 defers other decisions to 
 individual service’s 
 community guidelines 

 ●  No recommendations 
 around recommender 
 algorithms 

 15  Such as California’s  Age Appropriate Design Code  2022 

 14  Such as the UK’s  Online Safety Act (Bill) 

 13  Sonia Livingstone & Mariya Stoilova 2021  The 4Cs:  Calissifying Online Risks to Children 
 https://doi.org/10.21241/ssoar.71817 

 5 

https://doi.org/10.21241/ssoar.71817


 ●  Requirements for more active 
 moderation for harmful content  16 

 ●  Must proactively detect 
 known CSAM, otherwise 
 services only need systems 
 in place to manage and 
 escalate complaints about 
 harmful content once users 
 have  already encountered it 

 Contact risks - 
 risks of young 
 people being 
 connected to 
 stranger adults 

 ●  Requirements that children’s 
 accounts not be recommended as 
 friends or ‘to follow’ to adults 
 accounts  17 

 ●  Limited to providing tools 
 that children can use to 
 ‘block’ unwanted contact 
 once it has been made 

 Conduct risks - 
 risks of young 
 people 
 engaging in 
 harmful 
 conduct, from 
 cyber-bullying 
 to trolling 

 ●  Requirements to prevent 
 algorithms recommending 
 legal-but-harmful groups and 
 pages to children (i.e. QAnon or 
 white supremacists groups)  18 

 ●  There are no proposals 
 around these risks 

 Commercial 
 risks - risks of 
 commercial 
 exploitation 
 and financial 
 harms 

 ●  Requirements to limit or prevent 
 targeted advertisers to children  19 

 ●  Limits on data harvesting from 
 platforms themselves  20 

 ●  There are no proposals 
 around these risks 

 From a child rights perspective, these Codes are even more deficient. Children’s broader 
 rights in relation to the digital environment, including rights to privacy and participation, are 
 notably absent from these codes. 

 Further, the proposals outlined in the Codes are not rigorous. The very minimal compliance 
 steps do not improve existing safety practices, including the optional measures. 

 This raises concerns around evaluating the success of these Codes. Because they are built 
 around demonstrating minimal compliance steps, this framework is divorced from achieving 
 any positive safety outcomes for children which could be more useful ‘measures of success’. 
 For example, a service could host the most CSEM in the world, but would still be in 
 compliance with the Code so long as it took all minimal steps outlined in this Code. This 
 means the Code could be deemed a success, even if CSEM sky rockets in Australia in 2024. 

 20  Such as Data Protection Commission (Ireland) 2021  Fundamentals for a Child Oriented Approach to 
 Data Processing  https://www.dataprotection.ie/en/dpc-guidance/fundamentals-child-oriented 
 -approach-data-processing 

 19  Such as the EU’s  Digital Services Act 

 18  Such as California’s  Age Appropriate Design Code  2022 

 17  Such as the UK’s  Age Appropriate Design Code 2020 

 16  Such as the UK’s  Online Safety Act (Bill) 
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 If these Codes were intended to make the digital world demonstrably safer for children and 
 young people by driving up practice, the drafts as they are presented do not achieve this 
 ambition. 

 4.  The consultation process around proposed Codes is not conducive to 
 the highest possible levels of safeguarding 

 While we note that the  Online Safety Act 2021  stipulates  a minimum of 30 days of public 
 consultation around these Codes, this is inadequate for proper oversight and scrutiny of the 
 Codes that have arisen from this process. The community had 32 days – 22 working days – to 
 respond to 9 different Codes in total (including the Heads of Terms).  The rich expertise 
 around how to best protect children online, from organisations and professionals that do so 
 day in and day out, will be sorely diminished because of this. 

 We also suspect that young people’s input has not been extensively sought as part of this 
 consultation process. These codes have the capacity to significantly affect their lives. It would 
 be disappointing if they were not specifically consulted with, both because it is their right to 
 do so, but also because of the expertise they could share to improve these codes. 

 Young people have many thoughts about what it would take to adequately improve their 
 safety and security online, and these may have been missed. For example, in April this year 
 YouGov polled 506 16 & 17 year olds in Australia about privacy and digital services. We asked 
 what services could do to improve young people’s privacy, which generated a range of useful 
 suggestions, including offering more control around how their information is used (62% of 
 respondents identified as a positive move), better complaints resolution processes when 
 something goes wrong (41%) and better respect of rights in general (57%). We do not know 
 what their suggestions might be to improve safety. 

 Within the limited consultation timeframe, Reset Australia interviewed five young people 
 from across the country to simply highlight that young people have the capacity to 
 meaningfully engage with these proposals. We asked about some specific proposals in this 
 safety Code; the proposed age limit of 16 for defaulting settings to the most private and the 
 proposed rules around preventing broadcasting GPS location rather than collecting it. The 
 young people we spoke to did not think it was appropriate that the proposed protections 
 differ from the rest of the world. 

 “Australia’s always going to have loopholes, we should follow what the rest of the world is 
 doing”  said Ned, from Queensland. Jackson from Victoria  agreed, asking:  “If they can do that 
 in other places, why aren’t they doing it here?”  Holly  from Queensland said:  “That doesn’t sit 
 right with me. What societal or moral purpose would there be to that? Morally you don’t 
 need to know a 17 year olds location.” 

 This limited feedback suggests that young people have a lot to say about the contents of 
 these Codes. 
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 Moreover, young people may have thoughts about the process that developed these Codes. 
 The YouGov poll in April asked young people who they felt should be drafting the rules 
 around how social media platforms in particular operate (in preparation for a potential 
 co-regulatory Privacy Codes, we asked about ‘writing the rules around privacy’). This poll 
 found that 52% of young people said they would not trust social media companies to write 
 the rules, 29% said they didn’t mind who writes the rules, and  only 14% said they trusted 
 social media companies to write the rules  . 

 While this input is limited, it suggests that young people may find that neither the content of 
 these Codes nor the drafting process meets their expectation. 

 There were also a number of gaps in the draft Codes that made comprehensive feedback 
 difficult. For example: 

 ●  the Heads Terms for all Codes outlines that there are 11 broad outcomes for industry, 
 but only presents 10 in the document and throughout the framework for consultation 

 ●  The Social Media Code outlines 33 compliance measures, but only presents 32 for 
 consultation 

 A number of similar omissions/errors were dotted throughout the Codes. It is hard to 
 establish if there are simple errors of if outcomes and proposed measures have not been 
 made available for input. 
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 5.  Recommendations 

 Fundamentally, these Codes fail to provide appropriate safeguards for children. They will not 
 improve online safety for children in Australia — in some instances they would undermine 
 existing safety practices, and in others fail to offer global standards of protection. The 
 problems with the proposed Codes are systemic and significant. 

 We recommend that these Codes not be put forward for registration. 

 Instead, the process for developing Australia’s Safety Codes should be underpinned by 
 independent authorship, informed by evidence about international best practices and involve 
 an extensive community consultation. Given this, it may be more appropriate for the eSafety 
 Commissioner to develop a Standard that more adequately safeguards children. 
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