
 

 

Dear Steering Committee, 

ICMEC Australia is pleased to make this submission on behalf of children whose lives, whether they be within 

Australia or offshore, are being harmed by sexual exploitation.  

The problem of child sexual exploitation is growing. ’In the 2021-22 financial year, the ACCCE Child 

Protection Triage Unit received more than 36,000 reports of child sexual exploitation. Each report contains 

images and videos of children being sexually assaulted or exploited for the sexual gratification of child sex 

offenders. The AFP charged a total of 221 offenders with 1746 child exploitation related offences in the 

2021-22 financial year’.1 

Behind the child sexual exploitation materials (CSEM), including those distributed in online environments, are 

offenders from Australia and overseas who inflict misery on children through their demand for images, videos, 

and livestreams; in many cases involving financial payment to facilitate the abuse. The online distribution 

environment means that each photograph or video which evidences a crime scene, can be spread to others, 

scaling the harm to victims further and fueling the economics of this crime. 

The rapid changes in technology, particularly with regards to social media and peer-to-peer networks, the dark 

web, as well as the adoption of new payments services and applications, has made it easier for perpetrators 

to obtain CSEM, to target vulnerable children to produce more material and to facilitate live streaming of 

sexualised activities.  This, combined with the pandemic, has led to exponential paths of growth in the CSEM 

indicators that can be tracked. 

Every single child who is removed from harm is an incalculably positive result.  We commend you to 

bear that in mind when confronted by the scale and difficulty of tackling the problem of child sexual 

exploitation.  Through the Online Safety Act, and the steps taken by the eSafety Commission we in Australia 

have a very significant chance to demonstrate to the world that steps can be taken to remove children 

from harm.  When confronted by a change in regulation, many find it a negative experience to resource and 

act upon the means to comply.  In this case, however, people can take the opportunity to think about each 

individual child removed from harm, and to know that meaningful collective action will make a difference. 

Through our industry working groups (focused on financial services to date), we know that Australia’s 

AML/CTF legislation and the requirement for banks and other regulated entities to report suspicious activities, 

has led to the financial sector establishing facilities to identify suspicions around payments for CSEM.  This 

does require investment in time and money, and may be focused by compliance obligations, but also 

constitutes a major role in the organisations’ corporate social responsibility.  ICMEC, in its work to support 

collaboration among those fighting CSEM observes that the staff involved in these efforts derive significant 

personal satisfaction from knowing that the work they are doing is focused on such an important cause. 

Organisations covered by the new eSafety requirements would miss something if the opportunity for staff to 

contribute to the social good is overlooked. 

Like the financial services sector, online service providers in Australia including social media services, search 

engines, and other industry partners, are no-doubt also motivated to prevent their systems from being 

 
1
 ACCCE Research & statistics | ACCCE 

https://www.accce.gov.au/resources/research-and-statistics
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used to enable such online sexual exploitation of children (OSEC). Industry Codes backed by the Online 

Safety Act 2021 (Cth) (the Act) will further motivate cooperation and collaboration to detect and prevent such 

crimes now, and in the future. For this reason, ICMEC Australia offers its strongest endorsement, and 

support for the development and adoption of the draft Codes. 

Pertinent Aspects of What We Do 

The International Centre for Missing and Exploited Children (ICMEC) is an international organisation focused 

on the protection of children from exploitation and abduction. In Australia, we have brought together financial 

institutions, technology companies, regulators, and law enforcement representatives to the Financial Coalition 

Against Child Sexual Exploitation to address issues and opportunities to protect children from online-facilitated 

sexual exploitation.  Members of this coalition have recently been focused on how they can work together 

through data sharing to better identify when their payment systems are being used for OSEC and how to 

prevent this from happening in future. 

We have launched a Child Protection Fund to support innovators who are developing data solutions and 

technology applications to enhance the capacity and capability to detect and report child sexual exploitation. 

Over time, our stakeholder engagements have provided us with insights into the ecosystem of respondents to 

the problem of child sexual exploitation (CSE), and the challenges faced by those acting against these crimes.  

We have also researched the response ecosystem, creating detailed ecosystem maps and insight 

documentation for those involved in the fight against CSE. It is from this perspective, and with our mission to 

protect more children at the fore, that we respectfully make our recommendations. 

Background and Context 

The Online Safety Act 2021 (the Act), which commenced operation on 23 January 2022, expands and 

strengthens Australia’s laws governing online safety. Among other things, the Act imposes new regulation 

around access to certain types of harmful online material, including new obligations for online service 

providers. 

The Act creates the eSafety Commissioner as the authority and regulator under the Act. It also establishes a 

multi-pronged approach to regulating online material, encompassing: 

● Basic Online Safety Expectations, including reporting obligations applicable to social media services, 

relevant electronic services, and designated internet services. 

● Modern, robust, and effective Industry Codes, applicable to participants in eight sections of the online 

industry, namely, social media services, relevant electronic services, designated internet services, 

internet search engine services, app distribution services, hosting services, internet carriage services; 

and those manufacturing, supplying, maintaining, or installing specified equipment; and 

● Formal regulation tools, such as removal and remedial action, for the eSafety Commissioner to utilise 

to enforce compliance. 

The eSafety Commissioner issued a position paper in September 20212 outlining its views and expectations 

on the development of Industry Codes, as well as providing a suggested model for Industry Codes. On 11 

April 2022, the eSafety Commissioner formally requested six associations3 draft Industry Codes to apply to 

participants in the eight industry sections nominated in the Act. 

 
2 Accessible from https://onlinesafety.org.au/. See in particular pages 5 to 6. 
3
 Australian Mobile Telecommunications Association; BSA | The Software Alliance; Communications Alliance; Consumer Electronics 

Suppliers’ Association; Digital Industry Group Inc (DiGi); and Interactive Games and Entertainment Association (IGEA). 

https://onlinesafety.org.au/
https://onlinesafety.org.au/
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As an authoritative voice on the protection of children from all forms of abuse, and with experience 

empowering the global community with the tools, training, and technology to create a safer world for children, 

ICMEC Australia is well placed to support and contribute to the development of the Industry Codes under the 

Act. In particular, ICMEC can assist with review the extent to which Industry Codes are effective in achieving 

the Act’s stated objectives of improving and promoting online safety for Australians. 

Summary 

We seek an online environment that will serve to better protect children within and outside Australia from 

exploitation. The scope and substance of the draft Codes proposed by the Steering Committee, as one means 

of contributing to this goal, are commendable. 

We are highly supportive of the draft Codes and note that they represent an important opportunity to drive the 

development and accessibility of new and enhanced CSEM preventative and detective technologies, and to 

effect real change in industry attitudes toward tackling OSEC and CSE. 

We recognise and applaud the amount of work that has gone into drafting these codes. This suggests strong 

support by the relevant industries to this important cause. We also value the shared approach in terms of 

using a similar structure for each of the Codes and in using a consistent set of terms.  All of this will help with 

understanding and implementation.   

However, there remain several constraints that may operate to limit the effectiveness of the draft Codes. 

These challenges are set out in the table below for your consideration. Recommendations in respect of each 

challenge are proposed below the table, which, we trust you can evaluate as a means of enhancing the 

effectiveness of the draft Codes.  

 Challenge Description 

1 Complexity and length of 

Codes may hamper 

compliance 

Each industry Code is required to be read in tandem with the 

Head Terms, which includes reference to sections of the 

Online Safety Act 2021 (Cth), several legal definitions, and 

complex procedures for service providers. This can make it 

difficult for people without adequate training to interpret and 

apply the Codes in practice and consistently implement the 

compliance measures.  It may also create challenges in 

relation to the training provided to persons applying and 

implementing these measures. 

2 Drafting approach may 

prove too static as crimes 

are constantly changing 

The drafting of the Codes is targeted at how service providers 

are currently operating. Advances in technology such as virtual 

reality and changes to the marketplace can alter the way 

CSEM material is shared or created such that it could exist 

outside the parameters of the Codes. This drafting approach 

may also impede business risk assessments and the use of 

those assessments in identifying, investigating, and 

responding to CSEM risks. 



  ICMEC Australia       4 

 Challenge Description 

3 Significant focus on 

classification of materials 

risks a departure from the 

main intent of the Codes 

(to reduce harm) 

If classifications are subject to change and potentially 

complicated, it creates the risk of ineffective and ambiguous 

risk assessments for organisations to adopt and implement. 

The procedures for dealing and responding to different 

categories of material can vary, creating a risk that certain 

material is neglected. The complexity and effort required to 

navigate the classification process itself could also impact 

upon the effectiveness of any ultimately implemented 

compliance measures. 

4 Requiring immediate 

removal of offending 

platform users could, in 

some circumstances, 

prevent a more 

comprehensive response 

to harm 

Immediately removing an offending user from an online 

environment such as a social media network could make it 

more difficult for repeat offenders to be located and charged, 

could impede the collection of evidence by law enforcement 

(which may be used to bring criminal proceedings) and could 

be less useful for intelligence efforts of other regulators. For 

example, a person removed from a social media platform is 

alerted to that fact and may then alter their banking activity and 

behaviour to avoid generating suspicious red flags, which may 

otherwise be reported by their financial institution. 

5 Not enough transparency 

on reasons for decisions 

or review / appeal rights 

for de-platformed end-

users could hamper 

support by end-users 

Industry participants such as social media services are under 

significant public scrutiny in relation to issues such as freedom 

of speech and political communication. If clear reasons for 

decisions taken under the Codes or Act, together with 

information on avenues for review / appeal are not provided, it 

could foster negativity toward the Codes, in turn impacting 

their legitimacy and limiting support from end-users and 

service providers.  

6 Codes are silent on the 

service provider’s case 

management resourcing, 

which could limit 

compliance and 

community support 

To effectively monitor for compliance and complete 

enforcement actions against those that violate policies, 

particularly where hash technologies are not available or 

reliable, service providers should be adequately resourced, 

including an ability to complete timely human reviews of 

material where appropriate. Regarding Item 5 above, there 

may be cases where innocent activity is caught by machine 

rules, and customers will need a non-machine review process. 
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 Challenge Description 

7 Codes may place 

disproportionate 

compliance burden on 

some industry participants 

The Code for Designated Internet Services could apply to most 

apps and websites accessed by end users in Australia, 

including retail websites and websites providing service 

information for communities and small businesses such as 

cafes and tradespeople. Small businesses and community 

groups are unlikely to have the same time, resources, and 

technical knowledge to comply with the draft Codes as larger 

corporations or businesses facing higher CSEM risks. 

8 Approach to technology is 

too static, with not enough 

emphasis on new and 

improved forms of 

technology to identify 

materials 

Each Code provides for the technology that should be used by 

certain Tier 1 providers, including hash-matching technologies 

and phrase matching technologies. However, these 

technologies are traditional methods of identifying existing 

forms of CSEM materials. As such, the draft Codes could be 

seen as not encouraging new technology that can proactively 

detect and prevent new forms of CSEM as they are created. 

This seems an odd response for the technological industry to 

pursue, as the eSafety requirements provide a regulatory 

stimulus to the development of more effective CSEM 

screening and blocking technologies.  Once developed, the 

cost of these solutions will drop for all the organisations using 

them (in Australia and offshore), with the potential to remove 

many children from harm. 

9 No obligation to review 

Codes to assess their 

continued effectiveness 

and / or measure their 

success in delivering on 

their intent risk applying 

ineffective Codes 

Changes to law, technology, resourcing and / or perpetrator 

activities may impact the effectiveness of certain compliance 

measures in Draft Codes. 

10 Encouraging collaborative 

responses to the problem 

of child sexual exploitation 

may enhance Codes 

Certain service providers may have several different 

obligations outside the draft Codes to report CSEM materials. 

The private sector should be encouraged to share and 

collaborate with one another on data and insights to ensure 

their design and development processes align and are 

effective as a matter of market practice. 
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 Challenge Description 

11 Industry understanding 

about child sexual 

exploitation (industry 

education and support) 

CSE is a particularly malicious and in many ways, unique form 

of online harm. The Five Country Ministerial Voluntary 

Principles4 to Counter Online Child Sexual Exploitation and 

Abuse highlight the importance of victim and survivor 

considerations to companies’ response to CSEM. This 

includes how companies initiate reporting mechanisms, taking 

into consideration the lived experience and trauma caused by 

persons reporting material published or otherwise available on 

their platforms or services. It also notes the need for 

specialised approaches for children given their vulnerability as 

users of platforms or services. 

12 Platform user support to 

boost resilience to CSE 

risks (user education and 

support) 

The Codes place most of the responsibility for combatting CSE 

on service providers. However, end-user engagement is 

integral to assist service providers with reporting CSEM 

content and preventing its spread.  

  

Recommendations 

1. Simplify Codes and / or produce practical guidance material complete with examples in a separate 

accompanying publication for each industry section. Consideration could be given to the Australian 

Banking Code of Practice which, despite its length and reference to externally accessed legislation, 

is drafted in a relatively simple and clear way.  

2. Adopt a principles-based drafting approach where possible to future-proof Codes. This also aligns 

with the approach taken in the Five Country Ministerial Voluntary Principles to Counter Child Sexual 

Exploitation and Abuse. 

3. Revise Codes to re-balance their focus toward actions to reduce harm against children. 

4. In some circumstances (recognising, of course, the need to carefully balance against the threat of 

continuing harm), requiring platform users to be placed on watch without removing them, while also 

reporting to law enforcement, could offer the chance to gather further intelligence on perpetrators 

and the associated facilitators and victims. ICMEC has specific experience with this approach 

through its Working Groups involving financial institutions, regulators, and law enforcement. 

5. The Codes should require reasons for some or all decisions by participants to be documented and 

provided to end-users upon request. This could include introducing standard timeframes into 

requests for review of de-platforming decisions. 

6. Recognising the variability of service providers’ size and sophistication within and across the eight 

industry sections, a common term in the Head Terms or across all draft Codes should be added 

requiring a (non-prescriptive) investment in adequate resourcing to ensure compliance, human 

review of decisions, and rights of appeal. 

 
4
 Five Country Ministerial, ‘Voluntary Principles to Counter Online Child Sexual Exploitation and Abuse’, accessible: 

https://www.weprotect.org/library/voluntary-principles-to-counter-online-child-sexual-exploitation-and-abuse/ 

https://www.weprotect.org/library/voluntary-principles-to-counter-online-child-sexual-exploitation-and-abuse/
https://www.weprotect.org/library/voluntary-principles-to-counter-online-child-sexual-exploitation-and-abuse/
https://www.weprotect.org/library/voluntary-principles-to-counter-online-child-sexual-exploitation-and-abuse/
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7. To help ensure compliance, the draft Codes should differentiate between organisation sizes and 

types in relation to assisted compliance periods and/or the time required to carry out risk-

assessments, deploy compliance measures or respond to end-users / eSafety Commissioner 

requests and complaints. 

8. Add obligation in the Head Terms or across all draft Codes for service providers to update and 

deploy new technologies, especially proactive technologies, where possible. 

9. Require an independent post-implementation review of the Codes to be finalised at least 12 months, 

and no more than 24 months, after they take effect. The results should be made public to allow for 

broader scrutiny and input concerning any relevant next steps. 

10. The private sector should be encouraged to share and collaborate with one another on data and 

insights to ensure their design and development processes align and are effective as a matter of 

market practice. To this end, the draft Codes could consider the inclusion of other collaborative 

approaches, including: 

a. Other industry responses to legislation with requirements to act against serious crimes like 

CSE. For example, the financial sector’s response to obligations of financial institutions under 

the Anti‑Money Laundering and Counter‑Terrorism Financing Act 2006 (Cth) (AML/CTF Act). 

b. Anti-money laundering and counter-terrorism financing predominantly involves transactions, 

which are increasingly facilitated by the technology industry (not just banks and remitters). 

Where transactions are involved, there is a clear intersection with the effect of the Online Safety 

Act and AML/CTF Act. The draft Codes should consider transaction facilitation as a risk (live 

streaming of CSE is almost always an offence that is paid for by a perpetrator) and whether 

additional compliance measures are required in such circumstances; and  

c. ICMEC Australia has built forums and a stakeholder portal through which participants can both 

share and build their knowledge, expertise, and toolkit for responding to crimes. ICMEC would 

be delighted to collaborate with industry participants in this regard to assist with knowledge 

sharing and enhance compliance under the draft Codes. 

11. Consultation sessions reveal a wide spectrum of understanding and knowledge about the complex 

set of crimes involved in CSE, and the impact on victims. Industry would benefit from taking its 

members on the journey to; 1) understand the problem, 2) identify tools and capabilities relevant to a 

response and 3) provide support on how to implement. An appreciation of a victim or survivor’s 

hesitancy or preference not to report should be considered as part of the journey in understanding 

CSE reporting on platforms. ICMEC would be happy to assist with training and education in relation 

to understanding and combatting CSEM. 

12. Education and support should be provided to users about their risks, behaviours they can avoid, 

options for users who feel they have been confronted with a risk, and guidance for users on 

reporting offences to law enforcement and relevant regulators. ICMEC would be happy to assist with 

training and education in relation to understanding and combating CSEM. 

 

Thank you for the opportunity to make this submission on behalf of vulnerable children and young people. 

 

 

Brad Moult 

Head of Partnerships 

International Centre for Missing and Exploited Children Australia Pty Ltd 

ABN 86 645 682 828 

https://abr.business.gov.au/ABN/View?abn=86645682828

